3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190848
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
Cablelabs, Nokia, Nokia Shanghai Bell
Title:
Solution on non-certificate based UE authentication in SNPN leveraging an AAA server
Document for:
Approval

Agenda Item:
5.15
1
Decision/action requested

Solution to be added in TR 33.819 as potential solution candidate for SNPN deployment option with AAA server conencted to the NPN for dedicated NPN subscriber management.
2
References

 [1]
3GPP TS 33.819
3
Rationale

See related discussion paper S3-190845
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

6.X
Solution #X: Non-Certificate based UE authentication leveraging an AAA-server
6.X.1
Introduction
This solution addresses key issue #5.1.

If authentication of NPN subscribers is based on non-certificate-based credentials with an external AAA server, the role of the AUSF need to be clarified. From EAP role assignment perspective, either the AUSF or the AAA server can function as an EAP server, while the SEAF continues to function as a pass-through authenticator and the UE is the peer. The analysis in Option B.2 of tdoc S3-190845 provides details. 

It is proposed by this solution to use the AUSF as the EAP server, but allow for non-certificate based authentication external communication between NPN and AAA server for support of flexible authentication methods based on establishment of primary trust using the EAP framework.

6.X.2
Solution details

The NPN-UE with non-certificate based UE credentials shall have 2 authentication phases, one with the AUSF and one with an external AAA server. The AUSF takes the role of the EAP server and has a certificate. 

In phase 1 the UE needs to connect with the AUSF, i.e. UE and AUSF establish a secure tunnel with server authentication. The AUSF is authenticated by UE based on AUSF's certificate. MSK/EMSK is derived by AUSF resulting in no impact on key hierarchy.
In phase 2, UE authentication will be leveraged over another carrier protocol, i.e. another secure connection such as based on RADIUS or DIAMETER is needed to authenticate via the external AAA server to the 5G NPN network (via AUSF). Once this trust is achieved, the UE can successfully authenticate to the AAA server.

6.X.3
Evaluation

