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1
Decision/action requested

It is proposed to add the new key issue on UE location privacy setting to TR 33.814.
2
References

[1]
3GPP TR 33.814 v0.2.0 Study on Security Aspects of Enhanced Network Slicing
[2]
3GPP TS 23.273 v0.1.0 5G System Location Services (LCS)
3
Rationale

Architectural work on 5G System Location Services, TS 23.273 [2], specifies UE privacy setting for location services. For example, subcluase 5.4.1 of TS 23.273 [2]: 
“The UE privacy setting is used to indicate whether the subsequent LCS request from the LCS client is allowed, and the UE privacy setting may further indicate the allowed LCS client type, e.g. NG-RAN, third party AF, etc.”

The UE privacy setting needs to be provisioned in UE (subclause 5.4.2 of TS 23.273 [2]):

“The UE privacy setting is set by the UE and provided to the network using N1 NAS message. It may be updated by UE any time later.

An authorized AF is allowed to provision the UE privacy setting for specific UE(s) via NEF. If the privacy setting provided by the UE and the AF conflict, the one provided by UE takes precedence.”
Location of UE is privacy sensitive information for subscribers, it needs to be protected while it is transferred to/from or stored in UE. 
4
Detailed proposal

It is proposed to include the following new key issue in TR 33.814 [1]. Whole text is new.
**** START OF CHANGE 1 ****
5.x
Key Issue #x: Security of UE location privacy setting
5.x.1
Key issue details

UE location privacy setting is used to indicate whether location service is enabled for a specific UE. UE can set and update this location privacy setting to UDM and UDM can share this information to authorized network functions and location service client. Location of UE is privacy sensitive information for subscribers, it needs to be protected while it is transferred to/from or stored in UE.
Editor's note:
The details of UE location privacy setting (e.g. items and values in the setting) needs to be clarified according to progress of SA2 work.
5.x.2
Security and privacy threats

Attackers can modify UE privacy setting while it is transferred or stored, and the service can enabled or disabled against UE’s intention. As a result, unwanted location request or report can open the attack surface for UE privacy breach. On the other hand, the availability of location service could be in risk (against UE’s preferences or in requirements from regional regulation).
5.x.3

Potential Security requirements



-
UE location privacy setting shall be securely stored in the UE, related network functions, and LCS clients.

-
UE location privacy setting shall be integrity protected while it is transferring.

Editor's note:
It is ffs, whether visibility of configurability aspects of location privacy setting (for users) needs to be somehow specified in the present document. 
**** End of Change1 ****
