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1
Decision/action requested

It is suggested that the new Key issue is added to the study in 33.835
2
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Rationale

The proposed key issue aims at investigating what is necessary for AKMA and GBA to be able to coexist.

4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Interworking between AKMA and GBA
5.X.1
Issue details
Generic Bootstrap Architecture (GBA) is defined in TS 33.220 [XX] and utilizes the Bootstrapping Server Function (BSF) as an essential part of the architecture. It stores important data such as the Bootstrapping Transaction Identifier (B-TID) and key material needed to derive the NAF keys. AKMA does not have a defined network element yet corresponding to the BSF, several alternatives are presented in this study. Regardless of which option will be selected it is important to investigate how the two mechanisms (i.e. GBA and AKMA) interwork. For example, when a UE uses GBA in 4G network and then moves under 5G network (or vice versa), but is still connected to the same AF (or NAF), what happens to the security association between the UE and AF (or NAF) and what happens in the next bootstrapping?
Another example would be the relationship between B-TID and IMSI in GBA, how is that relationship retained when the two mechanisms (i.e. GBA and AKMA) interwork.

It should be noted that GBA is access independent, i.e. is requires only IP connectivity and therefore the BSF could be reached also from the 5G system. This aspect has not been concluded for AKMA yet. 

5.X.2
Security Threats
N/A
5.X.3
Potential security requirements
N/A
***
END OF CHANGES
***
