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Decision/action requested

Approve this contributin as a solution to KI#2
2
References

3
Rationale

 This contribution proposes solution option 1 to “Key Issue #2: AMF Key Separation”: 

· Solution 1: proposes fast re-authitcation between UE and the network to provide forward security.  

4
Detailed proposal

pCR
 **** START OF CHANGES ****
7.X
Solution #X : Provide Kamf Forward Security through Fast Re-authentication between UE and AUSF
7.X.1
Introduction

This solution addresses the Key Issue #2: AMF Key Separation.

In the key issue #2, security requirements on forward security are identified when UE switches from one slice to the mutually exclusive slice. In this solution, fast re-authentication mechanism is proposed and adopted between UE and the network. Fast re-authentication is an optional feature for EAP-AKA’. The peer and server utilize the preserved key, Extended Master Key (EMASK), for future authentication without incurring a full authentication procedure. Fast reauthentication is more efficient than EAP-AKA’ as it does not require the server such as UDM to regenerate authentication vector. Fewer signalling messages are required to fulfil the key update comparing to a full primary authentication.  Fast reauthentication has been specified RFC 5448 for EAP-AKA’. On the other hand, 5G support both EAP-AKA’ and 5G-AKA for primary authenticatin, therefore, a revised version of fast authentication from the one defined in RFC 5448 is proposed in this contribution. 

7.X.2
Solution Details

Accroding to the fast reauthenticaiton protocols specified in the RFC 5448, server and UE need to maintain a counter, a fast reauthentication ID, named as FID, and a key, named as Kre, for fast reauthentication. FID is used to identify the security context for fast reauthentication. FID is maintained by AUSF and send one for next reauthentication in current current authentication procedure. The details of the proposed fast reauthenticaiton procedure is presented in Figure 7.X.2-1. 
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Figure 7.X.2-1: procedure for fast reauthentication
The procedures for fast reauthentication are as follows:

1. UE and AUSF perform an authentication with supporting of fast reauthentication

2. UE and AUSF stores the security context for fast reauthentication, including FID, counter and Kre. FID is generated and maintained by AUSF. Kre and counter are maintained by UE and AUSF. 

3. UE hander over from old AMF to new AMF

4. New AMF send an IdentityRequest to UE. 

5. UE response with IdentityResponse, which includes an FID for fast reauthentication. 

6. New AMF send a request with FID to AUSF

7. AUSF recognizes the FID and decides to start an fast reauthentication with UE

8. AUSF sends a fast reauthenticaiton challenge to New AMF, including a counter, nonce, FID for future reauthentication, and MAC in the challenge. The MAC is generated with an integrate protection key derived from Kre. It is FFS how to derive the integrate protection key from Kre. 

9. The New AUSF forwards the challenge to UE. 

10. UE verifies the counter and derives the integrate key with Kre stored locally and verify the MAC accordingly. 

11. UE derives the Kseaf. 

12. If the result of verification is success, then UE send a reauthentication response to network. The response includes a counter and a MAC generated with the integrate protection key derived with Kre. 
13. The New AMF forwards the response to the AUSF. 

14. AUSF verifies the counter and the MAC.  If the result of verification is success, then AUSF derive a Kseaf with Kre. 

15. AUSF sends the Kseaf to the New AMF. 

16. New AMF and UE exchange other signaling. 
7.X.3
Evaluation

TBA
    **** END OF CHANGES ****
