3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190690
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
Huawei, HiSilicon
Title:
A key issue on the long-term key and its related anchor key leakage
Document for:
Approval
Agenda Item:
5.19
1
Decision/action requested

Approve this contribution to as a new key issue in TR 33.819.
2
References

3
Rationale

The authentication between a UE and the core network in 5G-AKA replies on the long-term key (also known as the root key). The long-term key leakage can lead to the leakage of anchor keys, such as KAUSF and KAMF, which may further lead to the leakage of the derived encryption and integrity protection keys. This may lead to both passive attacks and active attacks.  In particular, the resulted evasdropping attack is almost undetectable, and the cost of launching such an attack is extremely low. However, due to the tight timeline of Rel-15, new functionalities to address the issue were not completely studied, and not included in Rel-15. Since the long-term key leakage is a severe security issue, we propose to study this key issue here.

4
Detailed proposal

pCR

***
BEGINNING of CHANGES
***
5.1.X
Key Issue #X: Key issue on the long-term key and its related anchor key leakage
5.1.X.1
Key issue details

The long-term key used for mutual authentication between the UE and the core network may be leaked due to various reasons. The leakage of the long-term key may lead to severe security issues, since the authentication between a UE and the core network in 5G-AKA replies on it.  The long-term key leakage can lead to the leakage of anchor keys, such as KAUSF and KAMF, which may further lead to the leakage of the derived encryption and integrity protection keys. . This may lead to both passive attacks and active attacks. In particular, the resulted evasdropping attack is almost undetectable, and the cost of launching such an attack is extremely low.
The objective of this key issue is to investigate the security problems resulted from the long-term key and its related anchor key leakage.  
5.1.X.2
Security threats

The long-term key and its related anchor leakage may lead to unauthorized decryption of the communications (live or pre-recorded) of the affected subscriber(s).
5.1.X.3

Potential Security requirements



The communications (live or pre-recorded) of the affected subscriber(s) should not be decrypted by attackers even if the long-term key(s) is (are) leaked. 
***
END OF CHANGES
***
