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1
Decision/action requested

This pCR proposes a key issue as in section 4 for TR33.809.
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3
Rationale

One objective for the study item on 5G security enhancement against false base stations [1] is “Study the potential threats and privacy issues associated with false base station scenarios”. This pCR proposes a key isssue for spoofing pagging messages which is still applicable to 5G system. 

4
Detailed proposal
**** Start of Changes ****
5.X 
Key Issue #X: Spoofing UE paging messages
5.X.1
 Key issue details

The paging message on the radio interface defined in 3GPP TS 38.331[3] is broadcasted without any security protection. The UE monitors the paging channels, if the ue-Identity included in the paging message matches the stored 5G-S-TMSI/I-RNTI, the UE responds to the paging by performing a Service Request procedure. 
For this attack, the adversary needs to make the false base station’s paging occasion the same as the victim UE’s. Assuming the attacker listens to the downlink physical signal of a legitimate base station, and gets the paging channel information and the UE S-TMSI/I-RNTI [3][4]. 
Then the attacker can use a false base station to broadcast false paging messages at the same time intervals, but with stronger signal power to make the UE unable to receive paging messages from legitimate cell. The UE may responsd with a service request to the false paging, but the service request would be reject. This means the UE in idle/inactive mode, can not receive any legitimate incoming service notifications (incoming calls …).

Besides, if the UE camps on the false cell, the attacker can broadcast false paging messages with victim UE S-TMSI/I-RNTI repeatedly to force the UE to response with service request message again and again to deplete the energe of the UE [2]. 
5.X.2
 Security threats
An attacker can forge paging message to prevent the UE from receiving any incoming legitimate service notifications.

If the UE camps on a false cell, the attacker may broadcast spoofing paging message to deplete the energe of the UE.
5.X.3
 Potential security requirements

The 5G system shall be resilient against forging paging messages.
**** End of Changes ****

