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1
Decision/action requested

It proposes a new solution for SUPI concealment in TR 33.846.
2
References

[1]
3GPP TS 33.846
3
Rationale
In R15, USIM is provisioned with a home public key for SUPI concealment. Asymmetric algorithm needs a lot of computing resource and may generate large SUCI.

Shared key for SUPI concealment also can be provisioned in USIM, hence symmetric algorithm can also be used for SUPI concealment. Considering that provisioning shared key for SUPI concealment in USIM at factory may not be safe, the shared key must be updated via OTA or control plan during the very first registration procedure. It is operator’s decision which kind of algorithm is preferred for the very first SUCI calculation.
Following figure shows the principle of using symmetric algorithm and shared keys to compute SUCI and updating shared keys via control plan.
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4
Detailed proposal





***
BEGIN CHANGES
***

6.3.Y
Solution #3.Y: Add symmetric algorithm for SUPI protection scheme

6.3.Y.1
Introduction

This key issue addresses the key issue #3.X: Computing resource consuming, and key issue #3.Y: Quantum computing emerging.

It is well known that symmetric algorithm is quantum safe if using 256-bit key. The MAC generated using symmetric algorithm is small size no matter which algorithm is used, i.e. 64-bit long is enough. The shared key for calculating SUCI will not be included in SUCI. All the above makes the size of SUCI generated using symmetric algorithm small.

The decryption and verification does not consume significant computing resource for most known symmetric algorithms, this makes the SUPI concealment and SUCI de-concealment efficiency.

All in one, if symmetric algorithm can be used for SUPI protection scheme, it is ideal and secure enough when 256-bit shared key is used. This solution adds symmetric algorithm for SUPI protection in addition to symmetric algorithm.

6.3.Y.2
Solution details

In order to use symmetric algorithm for SUPI protection scheme, the USIM shall prevent reading of the shared keys used for the SUPI concealment. The following figure shows the principle of the solution:
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Figure 6.3.Y.2-1: Principle of SUCI protection using symmetric algorithm
The solution enhances the SUPI concealment is highlighted as following:

-
In addition of home public keys provisioning, the home network shall provision a bunch of 256-bit shared keys in the USIM offline, which is updatable, un-readable, and un-related to the user. The home network shall be able to update the bunch of shared keys in the USIM via control plan. The home network shall indicate in the USIM which category is preferred for the very first SUCI calculation (i.e. scheme using asymmetric algorithm or scheme using symmetric algorithm).

NOTE1: 
The transmitted shared keys can be encrypted based on the home private key, or the long term key of the user, or both.

NOTE2: 
The home network may deploy a dedicated SIDF for de-concealing SUCI calculated with asymmetric algorithm, and collocate SIDF for de-concealing SUCI calculated with symmetric algorithm with UDM. In this case, attack using SUCI that includes public key only has limited impact on the dedicated SIDF instead of the UDM, and only slows down the very first registration procedures performed by those UEs indicated to use asymmetric algorithm for the very first SUCI calculation.

-
The home network shall provision key reference indexes corresponding to the shared keys in the USIM, which is readable.

-
When SUCI needs to be calculated, the ME shall generate a random string (NONCE), and send it to the USIM.

-
When receiving the NONCE, if it is not the very first SUCI calculation request, or if it is the very first SUCI calculation request and symmetric algorithm is preferred for the very first SUCI calculation, the USIM shall chose a shared key, and derive an encryption key Ksupi-enc as well as an integrity key Ksupi-int from the chosen shared key and the NONCE. The derivation method may also be indicated in the protection scheme.

-
If the SUCI is calculated in the USIM, the USIM shall calculate the SUCI as following and return the SUCI to the ME.

-
If the SUCI is calculated in the ME, the USIM shall return the SUPI, the key reference index of the chosen shared key, the routing identifier, the Ksupi-enc, and the Ksupi-int to the ME. The ME shall calculate the SUCI as following.

The calculation of SUCI with symmetric algorithm is as following:

-
Using the symmetric encryption algorithm indicated in the protection scheme to encrypt the SUPI using Ksupi-enc. Then constructing a SUCI including the NONCE, the key reference index of the chosen shared key, the routing identifier, the encrypted SUPI, and a 64-bit MAC-tag. The MAC-tag is computed using the symmetric integrity algorithm indicated in the protection scheme with the Ksupi-int (as the KEY), the NONCE, the key reference index, the routing identifier, and the encrypted SUPI (so that the SIDF can verify the SUCI without decryption).

6.3.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***
END OF CHANGES
***
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