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Foreword
This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.


[bookmark: _Toc456274600][bookmark: _Toc457562827][bookmark: _Toc530181001][bookmark: historyclause]1	Scope
Editor’s Note: This clause will outline that the present document contains gap analysis, identification and definition of ToE, new threats and security requirements of identified ToE, etc.
The present document studies the SECAM (Security Assurance Methodology) and SCAS (Security Assurance Specification) for 3GPP virtualized network products based on SECAM and SCAS defined in TR33.916[1]. It makes thorough gap analysis between current SECAM/SCAS work in TR 33.916[1] and SECAM/SCAS work for 3GPP virtualized network products. It also identifies, defines ToE and roles of SECAM/SCAS for 3GPP virtualized network products according to deployment scenarios and decoupling ways. Based on the identified ToE and roles, the present document details the needed change or additional work to current security assurance methodology for the creation, evaluation procedure of related SCAS documents, etc. It studies new threats of the identified ToE and identifies the additional security requirements of the ToE, or/and identifies existing relevant/supporting requirements specified in other SDOs. The present document also provides potential new SECAM/SCAS proposals and points out the impact to existing SECAM/SCAS documents (including TR 33.916[1], TR 33.926[2], TS 33.117[3], etc.).

[bookmark: _Toc456274601][bookmark: _Toc457562828][bookmark: _Toc530181002]2	References
[bookmark: _Toc456274602][bookmark: _Toc457562829]Editor’s Note: This clause will outline that the present document contains references. 
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: _GoBack]	[1]  3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
	[2]  3GPP TR 33.926: “Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes”
	[3]  3GPP TR 33.117: “Catalogue of general security assurance requirements”
[bookmark: _Toc530181003]3	Definitions and abbreviations
[bookmark: _Toc456274603][bookmark: _Toc457562830][bookmark: _Toc530181004]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.

[bookmark: _Toc456274605][bookmark: _Toc457562832][bookmark: _Toc530181005]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ACRONYM>	<Explanation>

[bookmark: _Toc456274607][bookmark: _Toc457562834][bookmark: _Toc530181006]4	Overview
[bookmark: _Toc476648051][bookmark: _Toc530181007]4.0		Introduction
Editor’s Note: This clause will explain why SECAM in TR33.916 is as a basis of SECAM for 3GPP virtualized network products and summarize the content included in SECAM of 3GPP virtualized network products. 

[bookmark: _Toc476648052][bookmark: _Toc530181008]4.1	Scope of a SECAM SCAS for 3GPP virtualized network products
[bookmark: _Toc476648068][bookmark: _Toc530181009]4.1.1	Gap analysis
Editor’s Note: This clause will identify the gap between scope of SECAM SCAS for physical network products and 3GPP virtualized network products such as gap in ToE etc.

[bookmark: _Toc530181010]4.1.2	Scope of a SECAM SCAS
Editor’s Note: This clause will summarize scope of SECAM SCAS for 3GPP virtualized network products.

[bookmark: _Toc476648053][bookmark: _Toc530181011][bookmark: _Toc435180269]4.2 	Scope of SECAM evaluation for 3GPP virtualized network products
[bookmark: _Toc530181012]4.2.1	Gap analysis
Editor’s Note: This clause will identify the gap between scope of SECAM evaluation for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181013]4.2.2	Scope of a SECAM evaluation
Editor’s Note: This clause will summarize scope of SECAM evaluation for 3GPP virtualized network products.


[bookmark: _Toc476648054][bookmark: _Toc530181014][bookmark: _Toc435180270][bookmark: _Toc456274618][bookmark: _Toc457562857]4.3 	Scope of SECAM Accreditation for 3GPP virtualized network products
[bookmark: _Toc530181015]4.3.1	Gap analysis
Editor’s Note: This clause will identify the gap between scope of SECAM accreditation for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181016]4.3.2	Scope of a SECAM Accreditation
Editor’s Note: This clause will summarize scope of SECAM accreditation for 3GPP virtualized network products.

[bookmark: _Toc435180275]
[bookmark: _Toc476648055][bookmark: _Toc530181017]4.4 	Ultimate Output of SECAM Evaluation for 3GPP virtualized network products
[bookmark: _Toc530181018]4.4.1	Gap analysis
Editor’s Note: This clause will identify the gap between ultimate output of SECAM evaluation for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181019]4.4.2	Ultimate Output of SECAM Evaluation
Editor’s Note: This clause will summarize ultimate output of SECAM evaluation for 3GPP virtualized network products.

[bookmark: _Toc476648056][bookmark: _Toc530181020]4.5	3GPP virtualized network products evaluation process
[bookmark: _Toc530181021]4.5.1	Gap analysis
Editor’s Note: This clause will identify the gap between evaluation process of physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181022]4.5.2	Virtualized network product evaluation process
Editor’s Note: This clause will summarize virtualized network product evaluation process.

[bookmark: _Toc476648057][bookmark: _Toc530181023]4.6 	Roles in SECAM for 3GPP virtualized network products
[bookmark: _Toc530181024]4.6.1	Gap analysis
Editor’s Note: This clause will identify the gap between role in SECAM for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181025]4.6.2	SECAM Roles Overview
Editor’s Note: This clause will summarize role in SECAM for 3GPP virtualized network products.

[bookmark: _Toc476648059][bookmark: _Toc530181026]4.6.3 	Examples of instantiation of roles in SECAM
Editor’s Note: This clause will summarize examples of instantiation of roles in SECAM for 3GPP virtualized network products.


[bookmark: _Toc476648062][bookmark: _Toc530181027]4.7	Operator security acceptance decision for 3GPP virtualized network products
[bookmark: _Toc530181028]4.7.1	Gap analysis
Editor’s Note: This clause will identify the gap between operator security acceptance decision for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181029]4.7.2	Operator security acceptance decision
Editor’s Note: This clause will summarize operator security acceptance decision for physical network products and 3GPP virtualized network products.

[bookmark: _Toc476648063][bookmark: _Toc530181030]4.8	SECAM Assurance level for 3GPP virtualized network products
[bookmark: _Toc530181031]4.8.1	Gap analysis
Editor’s Note: This clause will identify the gap between SECAM assurance level for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181032]4.8.2	SECAM Assurance level
Editor’s Note: This clause will summarize SECAM assurance level for 3GPP virtualized network products.

[bookmark: _Toc476648064][bookmark: _Toc530181033]4.9	Security baseline for 3GPP virtualized network products 
[bookmark: _Toc530181034]4.9.1	Gap analysis
Editor’s Note: This clause will identify the gap between security baseline for physical network products and 3GPP virtualized network products.

[bookmark: _Toc530181035]4.9.2	Security baseline
Editor’s Note: This clause will summarize security baseline for 3GPP virtualized network products.

[bookmark: _Toc476648065][bookmark: _Toc530181036]5	Security Assurance Specification (SCAS) Creation
[bookmark: _Toc476648066][bookmark: _Toc530181037]5.1	Writing process overview
Editor's Note: This clause will describe writing process overview of SCAS for 3GPP virtualized network products based on the clause 5.1 in the TR33.916 and gap analysis in the clause 4. 

[bookmark: _Toc476648067][bookmark: _Toc530181038]5.2	SCAS documents structure and content
Editor's Note: This clause will describe SCAS documents structure and content for 3GPP virtualized network products based on the clause 5.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified, e.g. if ToE is virtualization layer, this clause will analyze the security threats and security requirements of virtualization layer.
[bookmark: _Toc530181039]5.2.1	General
Editor’s Note: This clause will summarize the parts contained in SCAS documents of 3GPP virtualized network products.
[bookmark: _Toc530181040]5.2.2	ToE
Editor’s Note: This clause will describe ToE of SCAS for 3GPP virtualized network products.
[bookmark: _Toc530181041]5.2.3	Security Problem Definition (SPD) for 3GPP virtualized network products
Editor’s Note: This clause will describe Security Problem Definition (SPD). It also contains security threat analysis
Of ToE if there are new or additional security threats.

[bookmark: _Toc476648073][bookmark: _Toc530181042]5.2.4	Security Requirements 
Editor’s Note: This clause will describe security requirements. It also contains security requirements
Of ToE if there are new or additional security threats.

[bookmark: _Toc476648083][bookmark: _Toc530181043]5.3	Improvement of SCAS and new security requirements
Editor's Note: This clause will describe improvement of SCAS and new security requirements for 3GPP virtualized network products based on the clause 5.3 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648084][bookmark: _Toc530181044]6	Vendor development and product lifecycle processes and test laboratory accreditation
[bookmark: _Toc476648085][bookmark: _Toc530181045]6.1	Overview
Editor's Note: This clause will summarize vendor development and product lifecycle processes and test laboratory accreditation for 3GPP virtualized network products based on the clause 6.1 in the TR33.916.
[bookmark: _Toc476648086][bookmark: _Toc530181046]6.2	Audit and accreditation of Vendor network product development and network product lifecycle management processes
Editor's Note: This clause will describe audit and accreditation of vendor network product development and network product lifecycle management processes for 3GPP virtualized network products based on the clause 6.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648087][bookmark: _Toc530181047]6.3	Audit and accreditation of test laboratories
Editor's Note: This clause will describe audit and accreditation of test laboratories for 3GPP virtualized network products based on the clause 6.3 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648088][bookmark: _Toc530181048]6.4	Monitoring
Editor's Note: This clause will describe monitoring for 3GPP virtualized network products based on the clause 6.4 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648089][bookmark: _Toc530181049]6.5	Dispute resolution
Editor's Note: This clause will describe dispute resolution for 3GPP virtualized network products based on the clause 6.5 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648090][bookmark: _Toc530181050]7	Evaluation and SCAS instantiation
[bookmark: _Toc476648091][bookmark: _Toc530181051]7.1	Security Assurance Specification instantiation documents creation 
Editor's Note: This clause will describe security assurance specification instantiation documents creation for 3GPP virtualized network products based on the clause 7.1 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648092][bookmark: _Toc530181052]7.2	Evaluation and evaluation report
[bookmark: _Toc476648093][bookmark: _Toc530181053]7.2.1	Network product development process and network product lifecycle management
Editor's Note: This clause will describe Network product development process and network product lifecycle management based on the clause 7.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
7.2.2	SCAS instantiation evaluation
Editor's Note: This clause will describe SCAS instantiation evaluation based on the clause 7.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
7.2.3	Security Compliance testing
Editor's Note: This clause will describe Security Compliance testing based on the clause 7.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
7.2.4	Basic Vulnerability Testing
Editor's Note: This clause will describe Basic Vulnerability Testing based on the clause 7.2 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.


[bookmark: _Toc476648100][bookmark: _Toc530181054]7.3	Self-declaration
Editor's Note: This clause will describe self-declaration for 3GPP virtualized network products based on the clause 7.3 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.

[bookmark: _Toc476648101][bookmark: _Toc530181055]7.4	Partial compliance and use of SECAM requirements in network product development cycle
Editor's Note: This clause will describe partial compliance and use of SECAM requirements in network product development cycle for 3GPP virtualized network products based on the clause 7.4 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.

[bookmark: _Toc476648102][bookmark: _Toc530181056]7.5	Comparison between two SECAM evaluations
Editor's Note: This clause will describe comparison between two SECAM evaluations for 3GPP virtualized network products based on the clause 7.5 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified.
[bookmark: _Toc476648103][bookmark: _Toc530181057]7.6	The evaluation of a new version
Editor's Note: This clause will describe the evaluation of a new version for 3GPP virtualized network products based on the clause 7.6 in the TR33.916 and gap analysis in the clause 4. This clause will also focus on resolving the identified gap if any gap is identified. 

[bookmark: _Toc530181058]8	Conclusion
[bookmark: _Toc530181059]8.1	Impact to existing SECAM/SCAS documents

Editor's Note: This clause will describe the impact to existing SECAM/SCAS documents (including TR 33.916, TR 33.926, TS 33.117, etc.).
[bookmark: _Toc530181060]8.2	Way forward of SECAM/SCAS for 3GPP virtualized network products
Editor's Note: This clause will describe the way forward of SECAM/SCAS for 3GPP virtualized network products.
[bookmark: _Toc457562864][bookmark: _Toc530181061]
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