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1
Decision/action requested

It is proposed to add the solution to TR33.835.
2
References

[1]
3GPP TS 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G v 0.1.0
[2]
3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
3
Rationale

The Key Issue#1 is about Security anchor.  The solution in this contribution proposes a stand-alone security anchor.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.835.

***
BEGIN CHANGES
***

6.X
Solution <X>: Architecture solution for AKMA with standalone anchor

6.x.1
Introduction
This solution addresses KI#1, KI#2 and KI#4.
6.x.2
Solution details
6.x.2.1
Architecture and reference points

The AKMA architecture includes two new Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that provides UE authentication services. The AAuF is responsible for authenticating the UE, generating the key material to be used between the UE and the AApF and maintaining a UE AKMA context to be used for subsequent bootstrapping requests and hence possibly avoiding a full re-authentication run. 

The AAuF interacts with the UE over the a1 reference point. The AAuF interacts with the UDM/ARPF and the AApF using Service-Based Interfaces.

The AApF is the function that benefits from the AAuF authentication services. The AApF interacts with the UE over the a2 reference point and whenever needed requests keying material from the AAuF via Service-Based Interfaces.

Figure 6.x.2.1-1 below illustrates the proposed architecture 
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Figure 6.x.2.1-1: AKMA reference architecture

6.x.2.2
Procedures

6.x.2.2.1
Initiation

In order to be able to secure the communication using AKMA, the UE and the AApF must first agree on its use. The procedure for negotiating the use of AKMA is given in Figure 6.x.2.2.1-1. The procedure is initiated by the UE sending a Request message not including any AKMA parameters and concluded by the AAuF sending an AKMA authentication required message. This is based on the GBA initiation procedure described in cl 4.5.1 of TS 33.220 [2].
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Figure 6.x.2.2.1-1: Initiation procedure
6.x.2.2.2
Authentication

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [y] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of EAP authentication server
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Figure 6.x.2.2.2-1: Authentication procedure

The authentication procedure is initiated by the UE sending a Request message to the AAuF. 

Following the UE request the AAuF requests AV from the UDM/ARPF.

AAuF triggers the EAP authentication procedure by sending an EAP request to the UE. The AAuF and the UE would then engage in an exchange of EAP messages that is concluded by the AAuF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the AAuF derives the AKMA anchor key KAKMA. 

The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.

6.x.2.2.3
Usage

Once the UE has been successefully authenticated by the AAuF, the UE has the necessary keying material to establish secure communication with any AApF. In order to do that, the UE derives the application key KAF using the AApF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AApF. The AApF then retrieves the the application key from the AAuF.
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Figure 6.x.2.2.3-1: Usage procedure

6.x.3
Evaluation
Editor’s note: The evaluation of the solution is FFS.
***
END OF CHANGES
***
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