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1	Decision/action requested
This contribution analyzes ToE of security assurance for 3GPP virtualized network products.
2	References
[1]	 3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
[2]  3GPP TS 32.101: "Telecommunication management; Principles and high level requirements".
3	Rationale		

3.1	Purchased network products of MNO for different deployment scenarios				
The following table3.1-1 was proposed in ETSI NFV SEC 001. It describes deployment scenarios when network operators deploy their VNF. [image: ]
Table3.1-1 Some realistic deployment scenarios
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The following table3.1-2 describes the product(s) that mobile network operators need to buy in different scenarios.
	Deployment Scenario
	Products purchased by mobile network operators

	Monolithic operator
	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Hardware + hypervisor + Guest VNF

	Network Operator Hosting Virtual Network Operators
	N: Hardware + hypervisor + Guest VNF
N1: Guest VNF

	Hosted Network Operator
	Guest VNF 

	Hosted Communications Providers
	N1, N2, N3: Guest VNF

	Hosted Communications and Application Providers
	N1, N2, N3: Guest VNF

	Managed Network Service on Customer Premises
	Hardware + hypervisor + Guest VNF

	Managed Network Service on Customer Equipment
	hypervisor + guest VNF


[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Table3.1-2 Purchased product(s) of MNO for different deployment scenarios
Note1: Since the security assurance of building security (or physical environment security) is generally assured through contract (such as an operator can require air conditioning, fire protection facilities, etc. in a lease contract). Building security assurance is also not considered in TR33.916 and TS 33.117, so it is suggested that building security assurance should not be considered in SECAM and SCAS for 3GPP virtualized network products.
Note2：In clause 7.2 of ETSI GS NFV 002, it describes that the virtualization layer ensuring VNFs are decoupled from hardware resources and therefore, the software can be deployed on different physical hardware resources. Typically, this type of functionality is provided for computing and storage resources in the form of hypervisors and VMs. It also describes that the use of hypervisors is one of the present typical solutions for the deployment of VNFs. So, this document will use virtualization layer instead of hypervisor to ensure commonality. In addition, some virtualization layer products have been provided by vendors in some projects.

Note3: According to the concept of 3GPP VNF proposed by SA5 (ref. TS 28.500), for mobile network operators, the above Guest VNF is 3GPP VNF. The VNF used in following contexts refers to 3GPP VNF.
Conclusion 1：For different deployment scenarios, there are three types of products purchased by MNO: VNF+ virtual layer + hardware, guest VNF, guest VNF+ virtual layer.
3.2	ToE analysis of security assurance for 3GPP virtualized network products
Compared to the physical network product, the MNOs also need to know the result of security assurance evaluation for 3GPP virtualized network product, when the MNOs buy a 3GPP virtualized network product. The following contents will analyze ToE of security assurance for each type of purchased 3GPP virtualized network product.
Type1: Purchased virtualized network product is VNF+ virtualization layer + hardware
Like the physical network product, a security assurance evaluation report should be provided by a vendor when an MNO buys a virtualized network product. Since NFV decouples hardware and software, the MNO can buy hardware, virtualization layer, VNF separately respectively. For different decoupling types, the following table describes purchased product(s), ToE, provisioning of security assurance evaluation report：
	Decoupling  type
	Purchased product(s)
	ToE
	Provisioning of security assurance evaluation report

	No decoupling
	VNF+ virtualization layer + hardware from one vendor
	VNF+ virtualization layer + hardware
	A security assurance evaluation report of VNF, virtualization layer and hardware

	Hardware is decoupled with software (i.e. VNF and virtualization layer) 
	Purchase hardware and software separately.
	Two ToEs:
1. Hardware
2. VNF + virtualization layer
	Two reports:
1. A security assurance evaluation report of hardware 
2. A security assurance evaluation report of VNF and virtualization layer

	VNF is decoupled with NFVI (i.e. hardware and virtualization layer)
	Purchase VNF and NFVI separately
	Two ToEs:
1. VNF
2. NFVI (Hardware + virtualization layer)
	Two reports:
1. A security assurance evaluation report of VNF
2. A security assurance evaluation report of hardware and virtualization layer

	Hardware, virtual layer and Guest VNF are decoupled
	Purchase VNF, virtualization layer and hardware separately
	Three ToEs：
1. VNF
2. virtualization layer
3. Hardware
	Three reports:
1. A security assurance evaluation report of VNF
2. A security assurance evaluation report of virtualization layer
3. A security assurance evaluation report of Hardware


Table3.2-1 ToE and security assurance evaluation report in type1 scenario
Conclusion 2：For type1, an MNO can have multiple ways to buy virtualized network products and result in possibly multiple ToE and related security assurance evaluation reports. 
Type2: Purchased virtualized network product is VNF
Obviously, for MNO, the ToE is VNF in type2 scenario. 
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Since VNF’s executed environment is provided by virtualization and hardware. If the virtual layer and hardware are not trusted, VNF security will not be guaranteed. For example, the virtualization layer may intentionally set a VM which run a VNF to be accessed by other malicious VMs, causing (D)DoS attack and unauthorized access for the VNF. The virtualization layer can also turn down the virtual memory and virtual CPU allocated to the VNF, causing DoS attack for the VNF. The VNF is no way to prevent the virtualization layer change the VNF’s executed environment. In order to protect the MNO’s service security, the MNO should deploy the purchased VNF to the trusted hardware and virtualization layer provided by infrastructure provider. Therefore, an infrastructure provider can prove the security of the hardware and virtual layer by providing the security assurance evaluation report(s) of the hardware and virtualization layer. It means that ToE can be hardware and virtualization layer or can be hardware, virtualization layer separately for the infrastructure provider.
Type3: Purchased virtualized network product is VNF + virtualization layer
For MNO and vendor, the ToE is VNF and virtualization layer if VNF does not be decoupled with virtualization layer. Otherwise, there are two ToEs, i.e. VNF, virtualization layer. 
Since hardware resource which needed by VNF and virtualization is provided by hardware (e.g. x86 server). An un-trusted hardware will impact all of applications running on the hardware. For example, an attacker can utilize Meltdown to access system memory and other memory for process to obtain sensitive data of OS and other process. In order to protect MNO’s service security, the MNO should deploy the purchased VNF and virtualization layer to the trusted hardware provided by hardware provider. Therefore, a hardware provider can prove the security of the hardware by providing the security assurance evaluation report(s) of the hardware. It means that ToE can be hardware for the hardware provider.
From the above analysis, according to the purchased virtualized network products and the decoupling ways, there are six types of ToE:
· ToE1: VNF (hardware and virtualization layer are assumed trusted.)
· ToE2: virtualization layer (hardware is assumed trusted.)
· ToE3: hardware 
· ToE4: VNF + virtualization layer (hardware is assumed trusted.)
· ToE5: virtualization layer + hardware
· ToE6: VNF+ virtualization layer + hardware
Conclusion 2：The MNO can decide which security assurance evaluation report of ToE is needed according to the purchased virtualized network products which rely on the deployment scenarios and the decoupling ways.
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Conclusion 3: The security assurance requirements included in ToE4, ToE5 and ToE6 can be covered by the partial security assurance requirements included in ToE1, ToE2 and ToE3 respectively.
Conclusion 4: The infrastructure (or hardware) provider can prove the infrastructure (or hardware) security to MNO through providing the security assurance evaluation report of the ToE5 (or ToE3).
Suggestion：To reduce workload and save time, it is suggested that ToE1, ToE2 and ToE3 should be as security assurance evaluation scope of 3GPP virtualization network products firstly. Then, which security assurance requirements of ToE1, ToE2 and ToE3 can apply to ToE4, ToE5 and ToE6 should be explained.
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