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1
Decision/action requested

This contribution analyses the CT1 LS on Provision of ngKSI to UE at EAP-Request/AKA'-Challenge and provides some suggestion for inclusion in a response.
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Rationale

It is proposed that SA3 use the below raised points in the response to the CT1 LS on provision of ngKSI to UE at EAP-Request/AKA'-Challenge. The following observation are made on the content of the LS. 

CT1 first comment that ngKSI is included in the first message of the authentication for 5G AKA. It should be noted that for 5G AKA, there is only one message from the AMF as part of the authentication and hence that message could be considered the first, last or all of the messages from the network to UE for that authentication flow. For EAP authentication method, there could be multiple EAP roundtrips. This is true for EAP-AKA’ as there may be a re-synchronisation procedure for example. This means that if ngKSI is not made optional in the AUTHENTICATIION REQUEST message, then for EAP based authentication it would possibly be provided several times. 
This leads onto the need to define some error handling for receiving different ngKSIs. As the NAS layer in the UE would not be aware of the content of the EAP traffic, i.e. when a new authentication run been started, it would make sense to use a ngKSI sent with the EAP-Success to be the final ngKSI for the partial security context. If CT1 want to follow EPS behaviour and always include ngKSI in the AUTHENTICATION REQUEST message in addition to with the EAP Success, then this should be OK to SA3.
On the comment from CT1

· A majority of companies in CT1 thinks there may be abnormal situations where the UE can have more than one (partial) security contexts. CT1 would like to avoid provision of two ngKSI in the SECURITY MODE COMMAND message to resolve such abnormal use cases.

Here it is assumed that the two ngKSI come from one ngKSI that is used for NAS Security Mode Command in terms of setting up the current context. The other is presumably linked to the EAP-Success as proposed by SA3. This scenario makes no senses from a security perspective, i.e. the AMF shall always activate the freshest native context if it is running a NAS SMC. Put another way, if the AMF has run an EAP authentication and successfully created a native context, then any NAS SMC containing an EAP-Success for this partial context shall activate that partial context. Activating a different security context should not be supported by the standard. CT1 should be told to specify the standard in the way.
Finally, on the ABBA parameter, as noted earlier there are multiple EAP exchanges possible in EAP-AKA’. Hence it makes no sense to provide it ahead of the EAP-Success and SA3 should stay with what has been specified in TS 33.501.
4
Detailed proposal

It proposed that the above comments are used as a basis of a response to CT1. 
