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1. Overall Description:

SA3 thank SA2 for their LS on initial NAS message protection.
In their LS, SA2 ask the following question 
“SA2 respectfully asks SA3 to analyse and indicate which, if any, of the remaining parameters in the Initial NAS message (e.g. in the Registration Request message the remaining parameters are UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX) contain sensitive information that could be misused by attackers, and that would require to be encrypted.”

The first observation on that question is that it does not reflect the right design approach from a security perspective. When designing security, the principle is to be secure by default and hence the question should not be why these IEs (information elements) should be sent encrypted, but why they should be sent in the clear. As noted in the SA2 LS, the only impact of requiring these IEs to be encrypted is that they may not be available in the AMF until after the NAS Security Mode Complete has arrived in the AMF, however this impact does not cause a delay to the overall registration procedure. This method of providing these IEs (i.e. in the NAS Security Mode Complete) also only occurs in the case that the UE and AMF do not share a security context at the time the registration message is sent. Without a shared security context, it would not be known in the network whether such IEs had been tampered with. 

In summary, SA3 considers all data to be sensitive and should be protected as it will also leak some information about the user. 

Some examples of possible mis-use are the following. As mobiles start to support a richer set of 5G capabilities, then the UE 5GC Capability will partition the UEs into distinct sets. Now suppose only public safety UEs support ProSe, then a UE will be identifiable as a public safety UE. Such an attack would not be prevented by adding the initial NAS protection later as an attacker could then filter on the ones that supported the initial NAS protection method. Another example that is already in Rel-15 would be the LADN indication which is used by the UE to indicate to the network which Local Area Data Network the UE is interested in. This leaks information about the services that a UE is interested in. It is also not known that other sensitive IEs will not be added even in Rel-15.
It would be possible to combine both the above sets of information with a simple false base station attack to get the particular UE’s IMSI as well. Hence such data (that may be sent only over 5G) could then be linked to a particular user.

Adding such protection in later releases will require more than one type of registration procedure flows as the flows will need to deal with the 4 cases (i.e. two types of UE with two types of AMF). It may also result in having to use additional IEs as part of the MM context, e.g. a new IE to carry the part of (what would have been) the UE 5GC Capability that needs to be ciphered. This will also affect AMF to AMF interfaces as this part of the MM context will need to be signalled separately and will not be passed on automatically by a legacy AMF (i.e. one that did not support initial NAS protection).
A final observation that neatly illustrates why security by default is so desirable relates to this LS exchange. SA2 provided a list of parameters that are the ones proposed to be encrypted. This list was missing the LADN indication since this indication has not yet been specified at the time when the LS was sent. With initial NAS protection supported from Rel-15, it becomes easy to add such IEs as there is no security risk (i.e. the IE is encrypted by default). Without mandated protection, adding new IEs means that a discussion should be had all the time on the need for protection of these IEs. 
In summary, SA3 confirms that initial NAS message protection is mandated at both the UE and the network in Rel-15, and asks CT1 and SA2 to complete the specification on initial NAS protection in Rel-15 specification.
2. Actions:

To CT1 and SA2 group.

ACTION: 
SA3 asks CT1 and SA2 to complete the specification on initial NAS protection in Rel-15 specification
3. Date of Next TSG-SA WG3 Meetings:
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