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1
Decision/action requested

Problem discussion and solution proposal for the use of OAuth2.0 authorization in the inter-PLMN case
2
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3
Rationale

3.1

Background and problem description
In the inter-PLMN case there is a problem with authentication between vNF – vNRF – hNRF. hNRF needs to know the identity of the vNF. In usual use case, the OAuth2.0 client requests tokens directly from the Authorization server, in case of 5GC as currently specified in TS 33.501 [1], the vNRF sends the token request on behalf of the client.

TS 33.501 curently specifies that NF – NRF authentication is provided either by transport layer security (TLS) or it is implicit by NDS/IP or physical security.
Furthermore, OAuth2.0 [2] requires HTTP basic authentication or “any suitable HTTP authentication scheme matching its [the authorization servers] security requirements”.

While authentication by mutual TLS with certificates provides strong authentication, it is not visible to the application layer. Furthermore, in the inter-PLMN case there is no end-to-end authentication between vNF and hNRF. 
3.2

Solution proposal

If the HTTP basic authentication scheme is added to TS 33.501 (see the companion contribution S3-182388, it is possible to convey the requesting NF instance ID information in the username part. This would fullfill the authentication requirement of OAuth2.0.
4
Detailed proposal

Feedback regarding the problem and the solution proposal appreciated so more detailed proposal can be prepared for the next meeting.

