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1
Decision/action requested

SA3 is kindly asked to endorse the proposals described below.
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Rationale

Since SA3 is currently in the midst of specifying a security solution for N32, there is still some uncertainty about the details of a few individual components and their naming convention in particular. However, by now one can safely assume that certain aspects, e.g. separate “SEPP-SEPP signalling” and “N32 NF signalling” will be part of Rel-15.
In order to enable unambiguous and precise discussions within the group, but also with other Working Groups we may liaise with regarding N32, SA3 requires a uniform terminology. The present document tries to establish just that.
4
Detailed proposal

In order to control N32 signalling, e.g. negotiate cryptographic material and cipher suites, peer SEPPs will have to set up a separate, end-to-end protected session between each other. Several companies in SA3 felt that impact on SA2 specifications is to be minimized and therefore, no dedicated reference point should be defined. In order to make a clear distinction to the actual N32-f that transports NF-NF communication across PLMNs, it is proposed to refer to this SEPP-SEPP signalling connection as N32-c.
Proposal 1: The N32 interface is comprised of N32-f and an additional SEPP-SEPP connection, used to manage signalling between the communicating peers. The latter shall be refered to as N32-c. 
SA3 previously agreed that N32-f communication with one set of keys used for protecting integrity and confidentiality would be rather long-term, similar to an IPsec SA. However, it was often times referred to as a “session”, which conveys the notion of something rather ephemeral and is therefore slightly misleading. Furthermore, the specification of HTTP/2 [1], which will most certainly be used on N32-f, refers to “connections” used to transport individual streams. Therefore, it is proposed to also use the term “connection” when referring to N32-f.  Notice, that an N32-f may comprise of multiple HTTP/2 connections. 
Proposal 2: In order to transfer inter-PLMN signalling, peer SEPPs establish an N32-f connection.
In order to link messages from a N32-f connection to the corresponding N32-c session that was used to agree on cetain connection parameters, a SEPP needs to keep track of a unique N32 context. An N32 context comprises all relevant connection parameters, i.e.:
-
Security mechanism (ALS / TLS)
-
JOSE cipher suite

-
Cryptographic key for ALS

- 
Livetime of cryptographic keys

-
Encryption Policy

-
Modification Policy

Proposal 3: A SEPP keeps track of unique N32-f contexts, used to correlate N32-f and N32-c.
N32 Application Layer Security will utilize multiple protection policies to achieve different levels of confidentiality and integrity protection for messages exchanged in inter-PLMN signalling. During SA3#91bis, SA3 agreed to split up this information into a Data-Encryption Policy and a Modification Policy. However, due to inconsistent naming convention, the living CR on ALS [2] still contains several ambiguous statements about a general “protection policy”.
Proposal 4: In order to apply ALS protection measures to messages sent via N32-f, the SEPP requires a Protection Policy Suite. A Protection Policy Suite is comprised of a Data-type Encryption Policy and a Modification Policy. 

