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************** Start of Change 1 ****************
4.2.3.2.2
Protecting data and information – Confidential System Internal Data

Requirement Name: Unauthorized Viewing

Requirement Description: When the system is not in maintenance mode, there shall be no system function that reveals confidential system internal data in the clear to users and administrators. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc. Confidential system internal data contains authentication data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is not required for systems administration and could be of advantage to attackers (i.e. stack traces in error messages).
Editor’s NOTE: the PINs, cryptographic keys, passwords, cookies should be clearly defined in this requirement.
Security Objective references: tba.
Test case: 

Test Name: TC_CONFIDENTIAL_SYSTEM_INTERNAL_DATA

Purpose:

Verify that no system function reveals sensitive data in the clear 
Procedure and execution steps:

Pre-Condition:

The vendor shall provide documentation describing how confidential system internal information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor's documentation. A system function is every function implemented in the network product needed by the services/functionalities provided by the network product itself.
Execution Steps

Execute the following steps:

1.
Review the documentation provided by the vendor describing how confidential system internal information is handled by system functions.

2.
The tester checks if all system functions as described in the product documentation (e.g. local or remote OAM CLI or GUI, logging messages, alarms, error messages, configuration file exports, stack traces)  whether they reveal any confidential system internal data in the clear (for example, passphrases). 

Expected Results:

There should be no confidential system internal data revealed in the clear by each
 system function.

Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operational results.
*************** End of Change 1 ****************** 
*************** Start of Change 2 ****************
4.3.2.1
No unnecessary or insecure services / protocols

Requirement Name: No unnecessary or insecure services / protocols

Requirement Description: 

The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor after the network product is deployed. Disabled protocols may still need to be enabled for other reasons by the operators, e.g. remote diagnostics.

-
FTP

-
TFTP

-
Telnet

-
rlogin, RCP, RSH

-
HTTP

-
SNMPv1 and v2

-
SSHv1

-
TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

-
Finger

-
BOOTP server

-
Discovery protocols (CDP, LLDP)

-
IP Identification Service (Identd)

-
PAD

-
MOP

NOTE 1:
As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but from a redirected to HTTPS service.

Note 2:
 Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.

Test Case: TBA

Test Name: TC_NO_UNNECESSARY_SERVICE

Purpose:

To ensure that on all network interfaces, there are no unsecure services or protocols that might be running.

Procedure and execution steps:

Pre-Conditions:

A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
protocol handlers and services needed for the operation of network product;

-
their open ports and associated services;

-
and a description of their purposes.

The tool used shall be capable to detect and identify the protocol handlers and running services in the system.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of available network services and protocol handlers is available in the documentation of the Network Product.

b.
Validation that all entries in the list are meaningful and reasonably necessary for the operation of the Network Product class.

2.
Identification of the network services and protocol handlers by means of capable tools or any other suitable testing means.

3.
Validation that there are no entries in the list of network services and handlers apart from the ones that have been mentioned and deemed necessary for the operation of the Network Product in the attached documentation.

4.
The tester shall reboot the network product and re-execute execution steps 2 and 3 without further configuration.

Expected Results:

The report will contain: 
-
The names and version of the tool(s) used. 
-
Information of all the protocol handlers and services running in the network product. 

Result will show:
-
There are no unnecessary services running in the network product except for the ones which are deemed necessary for its operation. 
-
Any undocumented services running on the network product should be highlighted and brought out in the report.

-
The network product behaves the same after reboot as before.
Expected format of evidence:

A report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Settings and configurations used 

-
The output pertaining to the test case performed and

-
The test results i.e. services existing or not existing in the MME

*************** End of Change ****************** 
