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*************** Start of Change 1 ****************
6.7.4
AS security mode command procedure

During the UE registration procedure, if gNB receives the UE Security information, i.e., KgNB, and the UE NR security capability, in INITIAL CONTEXT SETUP RESQUEST or UE CONTEXT MODIFICATION REQUEST message from the AMF, the gNB shall initiate the AS SMC procedure as described in this clause, i.e., send AS security mode command message to the UE, otherwise, the gNB shall not initiate the AS SMC procedure.

AMF initiates NGAP procedure as specified in TS 38.413[34] to send the UE security key, i.e., KgNB, and UE 5G Security capabilities to the gNB in several conditions, i.e., a gNB had requested the UE context in the UE Initial Message during the registration procedure, or if there is a need for AMF to provide a KgNB, e.g. the AMF initiates fallback procedure as in clause 4.13.4.2 in TS 23.502[8] for Emergency services.

NOTE1: It assumes that all RRC signalling are protected except RRC messages which are in the exception list as documented in TS 38.331[22].

If the AS security was not established during the UE registration procedure, the gNB shall request a KgNB by sending UE context request IE to the AMF during the PDU session establishment procedure. After the gNB receives a KgNB and the UE 5G security capabilities, the gNB shall initiate the AS SMC procedure.
The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. The activation of UP security is as described in clause 6.6.2. AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See Figure 6.7.4-1.

The AS security mode command message sent from gNB to UE shall contain the selected RRC and UP encryption and integrity algorithms. This AS security mode command message shall be integrity protected with RRC integrity key based on the current KgNB. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KgNB. 

RRC downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message.

If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[22]).

Ciphering and integrity protection of UP downlink and uplink, at the UE and the gNB, shall start as defined by clause 6.6.2.

AS SMC shall be used only during an initial context setup between the UE and the gNB (i.e., to activate an initial KgNB at RRC-IDLE to RRC-CONNECTED state transition). 

NOTE: 
Derivation of a KgNB at RRC-IDLE to RRC-CONNECTED state ensures that AS SMC establishes a fresh KgNB. Consequently, the PDCP COUNTs can be reset.
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Figure 6.7.4-1: AS Security Mode Command Procedure
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