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Decision/action requested

SA3 is kindly requested to endorse the proposals as in section 4.
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Rationale

During RAN2#102, RAN2 group sent an LS [2] on INACTIVE security and requested SA3 feedback on using security procedure similar to INACTIVE security to protect the RRC-Reestablishment procedure when HO fails, for example. During RAN2-AH-1807 meeting, RAN2 sent another LS [3] on “connection re-establishment security” with more details of the RRC re-establishment procedure and requested that SA3 takes the details in consideration when providing feedback on the question in.

This discussion paper is trying to analyse the RRC Re-establishment procedure and its current approved security mechanism and the security for the new proposal as per RAN2 [3] LS. All of this will be addressed in light of SA3 keying architecture handling during active handover as documented in [1]. 
3.1 Background: 
3.1.1 Handling of AS keys during X2 active handover:
During EPS security development, SA3 introduced an architecture and a mechanism for handling AS security context between the UE and the serving network as per the EPS UE RRC state machine. It mainly had two states, i.e., RRC-IDLE and RRC-CONNECTED. Some of the main goals of this well-developed architecture can be summarized as follows:
1. Backward security for the UE is always achieved at all times.

2. Forward security for the UE could have also been achieved all the times but that would have impacted the UE X2 active handover from one eNB to another. Thus, SA3 made a well calculated decision for Forward security to be achieved after the 1st hop active handover is completed.

3. In order to achieve objective No. 2, SA3 solution always allows the source gNB to prepare the keying material for the target gNB to be immediately used to protect the RRC signalling and UP data with the UE when it moves to the target gNB. This is fundamentally done in order not to cause any delay during X2 active handover.
4. It always the case that the target gNB does not need to have different logic for handling the UE AS security based on the method used to generate KgNB*, i.e., the target gNB never needs to know whether KgNB* was vertically or horizontally derived.

5. The target gNB always has a single logic to handle the UE AS security based on the received KgNB*, i.e., it is transparent to the target gNB.

SA3 consciously decided to adopt the same keying architecture and handling for 5GS. For example, SA3 reject a proposal for fixing what has been called the NH-hole, i.e., where NH at NCC=0 is always not used and discarded. The logic was very simple; this keying hierarchy and solution have been working for many years for 4G and it quite good to be adopted for 5GS without any unnecessary and unneeded changes.
Observation No. 1: EPS main 5 principle for keying derivation and UE AS keying handling during handover have been adopted for 5GS and shall be maintained.

3.1.2 RRC INACTIVE Security:
During the development of 5GS, RAN2 have agreed to introduce a new state, i.e., RRC-INACTIVE. It was mainly introduced to allow the UE the ability to establish a connection with the serving network without NAS signalling involved. In other words, the network and the UE maintain the old AS security context while the UE in INACTIVE state and that AS security context gets reactivated when the UE wants to resume and transition to CONNECTED state. In addition, RAN2 also agreed on a RNAU procedure which is similar to SUSPEND/RESUME but usually the UE goes back to INACTIVE after updating its current location with the RAN of the serving network.

Fundamentally, this condition can be looked at as the UE is transitioning from INACTIVE state to CONNECTED state. Thus, a special handling for the UE AS Keying has been agreed where SA3 ensured the main 5 principles as listed above are maintained; especially, the target gNB does not need to know whether the received KgNB* was derived using vertical or horizontal key derivation. In other words, one of the agreement was for the target gNB NOT to have separate logics for handling the transition from INACTIVE to CONNECTED based on the way the KgNB* was derived by a different node, i.e., the source gNB.  

Why it is important that the method used to derive KgNB* shall remain transparent to target gNB?
SA3 fundamentally wants to reduce the attack surface and prevents the source gNB to dictate what logic the target gNB would use based on the way the source gNB derives the KgNB*. In other words, if the source gNB is ever compromised, a new attacking surface which never existed in 4G nor 5G until this moment is introduced based on the method used to derive KgNB*.

Observation No. 2: INACTIVE security meets the 5GS main 5 principle for keying derivation and UE AS keying handling during handover.

Observation No. 3: The method the source gNB uses to derive KgNB* during RRC state transition and handover shall remain transparent to the target gNB. 

Observation No. 4: Mandating target gNB to have a separate logic for handling UE AS security based on the method the source gNB used to derive KgNB* increases the attacking surface and additionally introduces unnecessary complexity.

3.2 RAN2 NEW PROPOSAL for RRC Re-establishment Security:
Fundamentally, the UE tries the RRC reestablishment procedure only when the UE experiences some kind of failure, e.g., handover failure. During handover, the UE is always in RRC CONNECTED state, i.e., the UE never was in INACTIVE state between the UE start of Handover through the RRC re-establishment procedure. Therefore, it is quite strange for RAN2 to try to apply the same concept to be adopted for RRC Re-establishment. 

Note: The UE receives NCC in RRC Connection Inactive message when the UE transition back to RRC INACTIVE state or during RNAU. On the other hand, the UE receives NCC in RRC Connection Reconfiguration message while the UE remains in CONNECTED state during Handover.
Having said the above, this paper would like to analyse the security of RAN2 proposal as follows. In the following cases, the following abreviations are used.
S-gNB = gNB1

T-gNB = gNB2 (UE attempts handover to this gNB but failed)

Current gNB = gNB3 (UE sends RRC Re-establishment to this gNB)
Case 1: S-gNB has old KgNB + unused [NCC, NH] 
In this case, the UE has probably handed over from a previous gNB to the S-gNB (gNB1) and gNB1 and UE have not taken the new unused [NCC, NH] pair into use. The UE attempts to handover to gNB2 but experiences a failure which prevents the UE from successful handover to gNB2 or resume from the source gNB (gNB1); Thus, [NCC, NH] has not been used.
1. UE experiences some failure during handover, e.g., RLF, but the UE is still in CONNECTED state.

2. UE tries to reselect a cell at the current gNB (gNB3) and gNB3 sends a Context Fetch Request with indication of RRC Re-establishment to the S-gNB.
3. When the S-gNB receives the Context Fetch Request with indication of RRC Re-establishment, the source gNB has an unused [NCC, NH] pair but it can NOT be used. According to RAN2 proposal, S-gNB horizontally derives KgNB* based on the old KgNB and deliver the KgNB* to the T-gNB to integrity protect and encrypt MSG4 which carries the RRC-Connection-Reconfiguration.
4. The UE and gNB3 protect their communications based on KgNB*.

5. In this case, if RRC Re-establishment attempt is successful at the current gNB (gNB3), although, this method avoids the source gNB need to indicate to the current gNB how KgNB* was derived it still violates SA3 forward security requirement and ignores the availability of an unused [NCC, NH] pair.
Case 2: Source gNB has old KgNB ONLY

In this case, the gNBa has probably executed an intra-gNB handover and thus gNB1 does not have an unused [NCC, NH] pair. The UE attempts to handover to gNB2 but experiences a failure which prevents the UE from successful handover to gNB2 or resume from the source gNB (gNB1).
1. In this case, KgNB* with target gNB cell physical properties will be used and delivered to Target gNB (during handover procedure).

2. UE experiences some failure during handover to gNB2, e.g., RLF, but the UE is still in CONNECTED state.

3. UE tries to reselect a cell at the current gNB, (gNB3)
4. When the S-gNB receives a Context Fetch Request with indication of RRC Re-establishment, the source gNB has to derive a new KgNB* horizontally from the old KgNB. 

5. In this case, if RRC Re-establishment attempt is successful at the current gNB, although, this method avoid the source gNB need to indicate to the current gNB how KgNB* was derived, forward security requirement is not violation.

Observation No. 5: A solution which ignores the unused [NCC, NH] pair at the source gNB during RRC re-establishment violates SA3 forward security requirement.
Case 3: S-gNB has old KgNB + unused [NCC, NH]

In this case, the S-gNB has an unused [NCC, NH] pair. The UE attempts handover to T-gNB but experiences a failure which prevents the UE from successful handover to gNB2 or resume from S-gNB.
1. UE experiences some failure during handover, e.g., RLF, but the UE is still in CONNECTED state.

2. UE tries to reselect a cell at the current gNB (gNB3)

3. When the S-gNB receives the Context Fetch Request with indication of RRC Re-establishment, S- gNB uses [NCC, NH];  assuming UE discarded NCC if was received during HO to T-gNB.

4.  S-gNB derive a new KgNB* vertically based on the unused [NCC, NH].

5. This NCC never was communicated to the UE.

6. Current gNB (gNB3) needs to handle RRC Re-establishment logic in this case different than case 1 & 2.

7. S-gNB must inform the target gNB how the KgNB* was derived in order for currentgNB (gNB3) to handle case 3 differently.

8. In addition, if this is applied, then even in the case of prepared target gNB cells solutions which has been adopted in TS33.501, the target gNB needs to know whether the KgNB* has been derived vertically or horizontally to do what to allow the target gNB cell to fall back to the 4G solution.

Observation No. 6: RAN2 NEW RRC Reestablishment Proposed solution either violates SA3 Forward security or increase the attacking surface by allowing the S-gNB to dictate the current gNB logic and handling of RRC Re-establishment which is a violation of 5GS 5 main principles.
Observation No. 7: SA3 has adopted a security solution for RRC Re-establishment that is in line with 4G. Since RAN2 has NOT introduced any new functionality to RRC re-establishment, current 5GS RRC re-establishment security solution is secure and shall remain intact.

Proposal No. 1: RAN2 NEW RRC-Reestablishment security proposal does NOT meet SA3 security requirement.
Proposal No. 2: RAN2 should check the TS33.501 for the already adopted security solution for RRC Re-establishment which is in line with 4G solution.
SA3 is kindly requested to endorse the proposals under section 4.
4
Detailed proposal

SA3 is kindly requested to endorse the following observations and proposals:

Observation No. 1: EPS main 5 principle for keying derivation and UE AS keying handling during handover have been adopted for 5GS and shall be maintained.

Observation No. 2: INACTIVE security meets the 5GS main 5 principle for keying derivation and UE AS keying handling during handover.

Observation No. 3: The method the source gNB uses to derive KgNB* during handover shall remain transparent to the target gNB. 

Observation No. 4: Mandating target gNB to have a separate logic for handling UE AS security based on the method the source gNB used to derive KgNB* increases the attacking surface and additionally introduces unnecessary complexity.

Observation No. 5: A solution which ignores the unused [NCC, NH] pair at the source gNB during RRC re-establishment violates SA3 forward security requirement.
Observation No. 6: RAN2 NEW RRC Reestablishment proposed solution either violates SA3 Forward security or increase the attacking surface by allowing the S-gNB to dictate the current gNB logic and handling of RRC Re-establishment which is a violation of 5GS 5 main principles.
Observation No. 7: SA3 has adopted a security solution for RRC Re-establishment that is in line with 4G. Since RAN2 has NOT introduced any new functionality to RRC re-establishment, current 5GS RRC re-establishment security solution is secure and shall remain intact.
Proposal No. 1: RAN2 NEW RRC-Reestablishment security proposal does NOT meet SA3 security requirement.
Proposal No. 2: RAN2 should check the TS33.501 for the already adopted security solution for RRC Re-establishment which is in line with 4G solution.
Proposal No. 4: SA3 to send LS to RAN2 and ccing RAN3 to inform them with proposal 1 and proposal 2 and kindly request RAN2 to take that in consideration.
