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1. Overall description:
Thank you for your Liaison Statement. TC Cyber notes with interest the creation of your new work item X.5Gsec-q.

As you say, the QSC WG of ETSI TC Cyber has been working on standards to prepare for the impact of quantum computers for some years. We would call your attention to the outputs of this group which are available from the ETSI webpages:

www.etsi.org/technologies-clusters/technologies/quantum-safe-cryptography

Of particular interest to you may be GR QSC 004 “Cryptography; Quantum-Safe threat assessment” and also a TC Cyber document EG 203 310 “CYBER; Quantum Computing Impact on security of ICT Systems; Recommendations on Business Continuity and Algorithm Selection”. 
The QSC WG is also currently working on a document “CYBER; Migration strategies and recommendations to Quantum-Safe schemes” which should be published early in 2019.

The WG is not aiming to develop new asymmetric algorithms. In any case at this stage we believe that the emphasis needs to be on ensuring that algorithm changes, when they come, will happen smoothly and securely. Hence we believe that flexibility and cryptographic agility are crucial.

We have copied this reply-LS to 3GPP SA3 who may wish to respond concerning their Study Item on whether symmetric algorithm key-lengths for 5G need to be increased to 256 bits.

2. Actions:
ITU SG17 is kindly requested to take the above into account.
3GPP SA3 is kindly requested to take the above into account and respond as appropriate

3. Date of next meetings of the originator:
CYBER#14	3-5 October 2018, Sophia Antipolis
CYBER#15	16-18 January 2019, Sophia Antipolis
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