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1	Decision/action requested
It discusses one of the candidate solutions of AKMA about introducing 3rd party keys to AKMA.
2	References
[1]	3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G
3	Rationale
Regarding the communication between UE and 3rd party application servers, not all service providers are willing to totally rely on the keys derived from 3GPP credential, some of data sensitive 3rd parties require control over the security of the connection to UEs. Therefore, sufficient flexibility for these kinds of 3rd parties should be provided to set their own policies with respect to refreshing keys and algorithms allowed.

To meet the above requirements, one option is to introduce a combined key scheme, involving the 3rd party keys into AKMA solutions. Concretely, we propose to:

· Provide optional end to end security mechanism for application providers;
· Deploy the security endpoint inside the enterprise’s network;
· Derive a set of keys by combining 3GPP credentials and 3rd party keys, according to application providers if necessary;

4	Detailed proposal
[bookmark: _GoBack]****************** Start of changes ******************
[bookmark: _Toc515001711][bookmark: _Toc515009888][bookmark: _Toc515068829]6 Candidate Solutions
[bookmark: _Toc515001712][bookmark: _Toc515009889][bookmark: _Toc515068830]6.X Solution #X: Introducing third party key to AKMA 
[bookmark: _Toc515001713][bookmark: _Toc515009890][bookmark: _Toc515068831]6.x.1 Introduction
The secure transferring between the UE and the 3rd party not only requires secure connection, but to some extent protects data from leakage to untrusted parties even including MNOs, especially for some large CIoT corporations. Current GBA solution provides secure connection for the application providers based on 3GPP credentials, however, it lacks mechanism to ensure end to end security. Therefore, introducing a third party key to AKMA is an optional ability provided by 3GPP networks to protect data from UE all the way to the application server. The 3rd party key is defined as a secret key shared by the application server and the UE for application level communication. According to 3rd party service security requirements, whenever necessary to application providers, they can choose to use derived keys from 3GPP credentials and 3rd party keys to secure the end to end connection. In this way, application providers are able to control over the key material specifically.

[bookmark: _Toc515001714][bookmark: _Toc515009891][bookmark: _Toc515068832]6.x.2 Solution details
The proposed solution takes the current GBA procedure for example (Note: The related network elements and procedures in AKMA is FFS, the following figure only illustrates the 3rd party key involving procedure). During the procedure using bootstrapped security association, after NAF fetches Ks_(ext/int)_NAF from BSF, if necessary, the 3rd party executes end to end key derivation and sends to UE an e2e flag indicating the use of combination key scheme. According to the e2e flag, the UE derives the end to end key which is used for the following secure connection between UE and 3rd party.


Editor’s Note: It’s FFS that the 3rd party mentioned above could be key management service provider or application provider.

The e2e_key is derived according to:
	e2e _key = KDF (Ks_(ext/int)_NAF, Ka);
where Ka is the 3rd party key defined in 6.X.1.

Note: The derivation algorithm is FFS.
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