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1
Decision/action requested

Update of solution#5 evaluation against Key Issue 5.
2
References

[1]
3GPP TR 33.834 v0.7.0
3
Rationale

This contribution completes the evaluation clause of solution#5 "Multiple set of parameters" by addressing Key Issue 5.
"Key Issue 5: undetected leakage of K"

One of the security requirement in clause 7.5.3 of 3GPP TR 33.834 [1] to address the Key Issue 5 is: 

"The network operator shall be able to trigger the LTKUP procedure without detecting a security compromise".

Analysis of this security requirement of Key Issue 5
This requirement implies that the home operator decides when he wants to perform a long term key update procedure. The key replacement in the USIM can take place at any time. The triggering of the key replacement is not restricted to specific event(s). The frequency of the key replacement in the USIM depends on the security policy of the home operator. 

In case that the objective of the 3GPP TR 33.834 on LTKUP would be to restrict the triggering of the long term key update procedures to specific event(s), then the Key Issue 5 should be re-evaluated. 
Evaluation of solution #5 against Key Issue 5
In solution #5, the operator is the originator of the key replacement mechanism. The home operator decides when he wants to perform a long term key update procedure. Based on his own security policy, the home operator can ask for new set of parameters, activate and trigger the key replacement in the USIM. 

Consequently, the solution #5 meets requirements for Key Issue 5. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.834 [1].

   *** START of 1st CHANGE ***

9.5.3.1
Key Issues

This solution does not mitigate a security due to the presence of an attacker at the personalisation centre where the set of parameters are generated and stored in the USIM. 

For all the other security issues of Key Issues #1 and #2, an attacker having been able to retrieve the long term key K may be no longer present when the new set of parameters is sent or handled to replace the compromised set of parameters. 

To mitigate Key Issue #2, the solution applies to each USIM/UICC of the batch of subscriptions. 

This solution meets requirements for Key Issue#4. Once the operators has activated the key replacement mechanism in the USIM and triggered the replacement by issuing authentication vectors generated using the new set of parameters, the new set of parameters in the USIM becomes active only when there is successful MAC verification of the AUTHENTICATE command in the USIM. The operator knows the status of the key replacement procedure in the USIM thanks to the result of the authentication procedure it receives.
This solution meets requirements for Key Issue #5 since the operator is the originator of the key replacement mechanism.  The home operator can decide when to perform a long term key update procedure. Based on security policy, the home operator can ask for new set of parameters from personalisation centre, then activate and trigger the key replacement in the USIM. 
*** END of 1st CHANGE ***

