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1	Decision/action requested
Approve the pCR to the PARLOS TR
2	References
 [1]	3GPP TS 23.715 Study on System enhancements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs
[2]	SA1 requirements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs as identified in TS 22.101, TS 22.115 and TS 22.228.
3	Rationale
This contribution proposes a key issue on establishing temperory security for a PARLOS session. 
4	Detailed proposal
****************************** Start of pCR to PARLOS TR xxxxx **********************************
x.x Key issue #y: Establishing tempoeraory security for PARLOS session
When a UE requests a PARLOS connection to a PLMN, the UE may be unauthenticated or in limited service state. When the UE is in unauthenticated or in limited service state, the serving PLMN will fail to obtain credentials for the UE from the HSS and establishing regular NAS and AS context maywill not be possible. Without establishing the NAS and AS security context, the PLMN maywill not be able to secure the NAS and AS communication. Hence for UEs connecting to PARLOS portal, normal procedure for establishing NAS and AS security is not possible. Please note that, if the UE is successfully authenticated and if the network has established NAS and AS security context, the UE will not get connected to the PARLOS portal for services.
To enable services entered via PARLOS, the serving PLMN may request the user certain personal information like Name of the user, Address of the user or location of the user where service is required. For some services, the serving PLMN may request the user Credit card information to charge for the services also. Without adequate protection if these personal information is transferred, eavesdroppers will be able to over hear the communication and get hold of the personal data of the user. In many countries transfer of personal data over unprotected communication links are legally prohibited too.
[bookmark: _GoBack]Hence transfer of this personal information over unprotected communication links is a security threat in offering PARLOS services. This needs to be addressed for UEs before providing PARLOS services.  A tempoeraory security context need to be established for UEs connecting to the PRALOS portal before PARLOS services are enabled.
x.1.2 Potential security threat
If the PARLOS service session is not secured, with confidentiality and integrity protection it is possible that sensitive personal data of the user, such as name, address, credit card information may be stolen by eave’s droppers.
x.1.2 Potential security requirements
It should be possible to establish temperory security for PDU session for PARLOS services without prior association or provisioning between an unauthenticated UE and network. 
 It should be possible to establish remperory security for PDU session for PARLOS services without prior association or provisioning between any unauthenticated UE or a UE in any state such as in a limited service state.
At the minimum it shallould be possible for the network and the UE to establish end to end security at the application layer while providing PARLOS services.
[bookmark: _Hlk525821508]The UE and the MME shall integrity and confidentiality protect the NAS signalling for PARLOS services.
The UE and the eNB shall integrity and confidentiality protect the AS signalling for PARLOS services.


************************** End of pCR to TR xxxxxx ***********************************************
