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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: " Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale





5G RG is a new introduced entity in 23.716[xx]. According to the definition of 5G RG, it is both a RG connecting to 5GC and somekind of relay for forwarding the messages from a 5GC capable UE behind it. Therefor the 5G RG has different functions in different scenarios. 

This KI aims to define the security of 5G RG for adapting to different roles, such as how to run the authentication procedure, and how to make it secure

4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: security of 5G-RG
5.X.1
Key issue details

5G RG is a new introduced entity in 23.716[xx] for 5WWC service. According to the definition of 5G RG, it is both a RG connecting to 5GC and somekind of relay for forwarding the messages from a 5GC capable UE behind it. Therefor the 5G RG has different functions in different scenarios. 
This KI aims to define the security of 5G RG for adapting to different roles, such as how to run the authentication procedure, and how to make it secure 
5.X.2
Security threats

5G RG is the critical part in 5WWC, if it is a faked, all the devices behind it could be hijack, and all the information is unsafe. From the core network point of view, a fake 5G RG connects to a 5GC, the resource of 5GC is watsted and could potentially be misused.
5.X.3
Potential Security requirements

5G RG shall be authenticated by the 5GC.
*************** End of Change ****************
