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1
Decision/action requested

SA3 is kindly asked to approve the key issue contents for TR 33.855 proposed below.
2
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3
Rationale

Key Issue #10 “Termination points of N32 security” of TR 33.855 was agreed during the last SA3 meeting, but is currently missing any further details. The present pCR proposes contents to this key issue.
4
Detailed proposal
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4.2.1
Key Issue #10: Termination points of N32 security

4.2.1.1
Issue description
Protection measures are applied to information transferred via N32 between two PLMN which can potentially terminate in different endpoints of the communication, i.e.:
-
In the communicating NFs themselves (i.e. end-to-end protection)
-
In a SEPP of each PLMN (i.e. SEPP-to-SEPP protection)
-
At each of the (maximum two) IPX providers in the path between SEPPs (i.e. hop-by-hop protection)

Each of these options offers a different level of security and requires careful consideration with regards to the complexity and the potential impact on the overall 5GC SBA architecture. The final solution needs to offer as much protection as possible whilst catering for industry-specific requirements on the interconnect, as outlined by GSMA DESS [xx].
4.2.1.2
Threat description
A N32 security solution that is too restrictive may not fit the Rel-15 SBA model of SA3, thus leading to additional complexity. A N32 security solution that is too complex may decrease the chances of it being used in real-world deployments.
A N32 security solution that is too permissive may not fulfil the requirements posed by GSMA DESS [xx].
4.2.1.3
Potential security requirements
The N32 security solution should have minimal impact on the Network Functions involved.
The N32 security solution should support the ability for mobile network operators to delegate security functionality to another entity.
*** END OF CHANGES ***
