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1
Decision/action requested

This contribution discusses solutions for the Initial NAS message protection. It is proposed to endorse the solution described below for normative work for protection of Initial NAS message. 
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3
Rationale

3.1
General

SA3#92 (August 2018) could not reach a consensus on whether the “remaining parameters” in the Initial NAS message (i.e., parameters other than those that must be sent as clear text) contain sensitive information. An LS was sent to SA2, CT1 describing the SA3 consensus (S3-182632). Due to the inconsistent specification in CT1 and SA3, SA#81 has sent and LS with Guidance on Initial NAS protection with following Actions to SA3.

 “SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

SA3 to coordinate with SA2 and CT1 accordingly on a potential solution.”

As per the [2], SA requested to investigate how Initial NAS message protection can be extended to cover all the other parameters, with possible exception of the UE identity. 

Observation 1: The Initial NAS message protection should be further extended to all parameters that are currently signalled as clear text, with possible exception of the UE identity (i.e., SUCI or 5G GUTI).

A UE connecting to the 5G System from Idle state sends an “Initial NAS message.” Depending on the context, the Initial NAS message refers to one of the following three NAS messages:

- REGISTRATION REQUEST (used as part of Initial Registration, Mobility Registration Update or Periodic Registration Update)

- SERVICE REQUEST

- DEREGISTRATION REQUEST.

The current solution as described in [1] clause 6.4.6 discriminates two cases:

1) UE does not have a security context. This can occur for the case of REGISTRATION REQUEST during Initial Registration. In this case, the Initial NAS message contains only “clear text” parameters.
2) UE has a security context. This is the case of REGISTRATION REQUEST during Mobility Registration Update, Periodic Registration Update, SERVICE REQUEST and DEREGISTRATION REQUEST. In this case, the Initial NAS messages contain some parameters that are sent as “clear text” (referred to as “clear text IEs”) and some parameters that are sent ciphered (referred to as “remaining IEs”). This mechanism is referred to as “partial encryption” because only a subset of the parameters is encrypted.

Observation 2: The current solution is not good enough because a number of parameters carrying sensitive information that allow a tracking of the UE are sent in the clear. 
3.2
Solutions

This discussion paper investigates how the security of the Initial NAS message can be further improved. Two alternative solutions are discussed in clause 3.2.1 and 3.2.2. 
3.2 1: Protection of Initial NAS message using Public Key of Serving Network.
1. The serving PLMN network advertises a public key via the System Information Block (SIB).

2. The “cleartext IEs” are ciphered using the serving PLMN’s public key that is advertised in the System Information Block (SIB). The Initial NAS message also includes a Nonce containing a random number or a timestamp.
3. If the UE has a NAS security context, the initial message shall contain the complete message, where the information referred to above as “cleartext IEs” is ciphered using the serving PLMN’s public key that is advertised in the System Information Block (SIB), while the rest of the message (the “remaining IEs”) is ciphered using the encryption key from the NAS security context.
4. Every AMF in the serving PLMN knows the corresponding private key that is used to decrypt the Initial NAS message.

3.2.2: Protection of Initial NAS message using Public Key of both Home and Serving Network 

1. In the initial NAS message (before any security context between the UE and serving network has been established), UE uses the home PLMN public key (used for generating SUCI) to encrypt the entire NAS message included in the registration message.  

2. Upon receipt of Initial registration, the AMF in the Serving network will send SUCI and Encrypted NAS message to the home network.

3. Home operator decrypts SUCI to extract SUPI as specified in [1], and furthermore, it will also decrypt the NAS message payload.

4. The home operator will send SUPI and decrypted NAS message payload to the AMF in the serving network.

5. Upon successful authentication, AMF in the serving network may send its public key to the UE in the SMC command. Additionally the AMF may include the public keys of equivalent PLMNs.
6. If the UE receives AMF’s public key in the SMC command, the UE will encrypt subsequent initial NAS messages to AMF using the AMF public key.

In both solutions, at the minimum, the part of the Initial NAS message that is encrypted using the public key should include the “clear text IEs.” When the UE has a security context, the “remaining IEs” can be protected using the existing “partial ciphering” mechanism using the encryption key from the NAS security context. 
Observation 3: In both solutions, the part of the Initial NAS message that is encrypted using the public key can comprise the whole message or only a subset of it. Replay attack can be prevented by sending the Nonce or Timestamp to change the outcome of public key encryption. 
Both solutions protect against an Active attacker (e.g., a rogue base station). An “active” attacker (e.g., a rogue base station) would have to advertise a public key that is different from the one advertised by other base stations to be able to decrypt the Initial NAS message of the “victim” UE. 
In the case of solution 3.2. 1, if the UE can read the SIB from multiple adjacent cells, it may be able to identify the rogue base station by merely comparing the advertised public keys and realizing that one of them is different from the others. For Solution 3.2.2, there is no possibility of Active attack, as the public key of HPLMN is provisioned for SUPI encryption in UICC/SIM. The public key of serving plmn is sent in secure NAS message. 
Observation 4: By using public key encryption the solution provides full security in the Initial NAS message and prevents some security attacks (e.g., tracking). The solution completely solves the problem of “passive” attackers (i.e., those who eavesdrop on radio signals). Even the UE identity (GUTI) in this solution can be encrypted.

However, Solution 3.2.2 has further advantages than Solution described in 3.2.1. The solution in 3.2.1 is broadcasting public key over nonsecure SIB. Furthermore, it may be not efficient to broadcast public key in every SIB from Radio resource perspective. Protocol changes required for Solution 3.2.2 are very minimal.  

Observation 5: Solution 3.2.2 has further advantages over Solution 3.2.1. Protocol changes required to support solution 3.2.2 are very minimal. Also, no additional public key configuration or provisioning is required on the UE that supports SUCI.

4
Detailed proposal

Proposal 1: It is proposed that Solution 3.2.1, 3.2.2 as described above are deemed acceptable from a security point of view and fulfill the guidance listed in LS from SA [2]
Proposal 2: It is proposed to choose Solution 3.2.2 as a baseline for normative work for the protection of Initial NAS solution. 
