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Decision/action requested

RRC Inactive security issue
2
References

[1] TS 33.501
3
Rationale

In the previous meeting (SA3 #92), Qualcomm raised a security concern on the currently agreed key derivation and usage in the RRC Inactive mode. While a concrete attack scenario was not clearly identified, it was generally considered that there is a security issue and the keying as described in the current specification does not achieve the expected backward security property. We reiterate the security issue below.
In the current TS 33.501 specification [1], when a UE is sent to the RRC Inactive state by the current serving gNB, the UE is provided with the NCC value that tells how to derive a new AS root key (i.e., KgNB*) (i.e., either based on horizontal key derivation or vertical key derivation) when the UE resumes the connection. This new AS root key is used by the RAN node to derive AS algorithm keys (i.e., KRRCenc, KRRCint) for the message 4 protection. 
The problem of the above AS root key derivation procedure is that the new AS root key might already have been provided to a gNB before the UE is sent to the RRC Inactive. For example, when the serving gNB initiates an Xn based handover to a target gNB but the handover is rejected by the target gNB (step 1-3 in the figure), the UE and the serving gNB maintain the existing connection. In such case, the UE and the serving gNB keep the current AS security context while the target gNB has already been provided with the new KgNB*. Now, the serving gNB decides to send the UE to the RRC inactive state and provides the NCC value associated with the next KgNB* derivation (step 4). In the RRC inactive state, if the UE attempts to resume or send a (periodic) RNA update message (step 5) via the same target gNB to which handover failed previously, the same KgNB* that was provided to the target gNB during the prior handover attempt is derived again by the UE and the last serving gNB. This is especially problematic when the RNA update without anchor relocation (namely, no context transfer to the target gNB) is supported by the RAN and determined by the source gNB (step 6) because the message 4 is protected by the source gNB based on the key already sent to the target gNB previously (step 7). This violates the backward security as the target gNB knows the key used in the source gNB (i.e., the last serving gNB). 
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To address the above security issue, it was proposed in the last SA3 meeting that the serving gNB and the UE always derive a new key when the UE transitions to the RRC inactive state, but it was not agreed because such key derivation is not consistent with the RAN2 decision in their LS to SA3 (S3-182144). However, we still believe the above security issue needs to be addressed in SA3 specification. One way to addressing the issue with no impact on the RAN2 procedure is to use a different KDF (or FC value more specifically) for KgNB* derivation when the UE is in the Inactive state. Use of a different KDF in the RRC inactive state guarantees that the last serving gNB and the UE always derive a different KgNB* than the one potentially derived during the handover failure, when the UE resumes. In general, it is always a good security practice to derive and use a new key for a different event (e.g., in handover, transition from inactive). 
4
Detailed proposal

It is proposed to agree with the solution presented in S3-182994 to address the security issue in the RRC Inactive state.
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