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Decision/action requested

Approve pCR to TR 33.855
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3
Rationale

The TLS and routing key issue was not included in new set of key issues documented in S3-182503 [1]. This pCR brings back TLS and routing key issue to TR 33.855 [2] with TLS 1.3 considerations.
4
Detailed proposal
**** First Change ****
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**** Next Change ****
4.1.X

 Key Issue #X: Inter-PLMN routing and TLS
4.1.X.1
 Key issue detail
For service invocation between different PLMNs, the SEPP needs to terminate TLS in order to modify requests and responses. This request rewriting is needed because of topology hiding and for the application layer security solution. 
The FQDN in the Request URIs contain the FQDN of the remote PLMN. In order to terminate TLS, the SEPP needs to provide a certificate on behalf of remote PLMN.
TLS 1.3 [xx] does not support static RSA and Diffie-Hellman cipher suites, which enable the server's private key to be shared with server-side middleboxes. It is no longer possible for a server to share a key with the middlebox and allow middlebox to access TLS session data. Chosen solution shall be compatible with modern transport security TLS 1.3 [xx]. 
The situation is illustrated in more detail in the service discovery and service request flows in Figure 4.1.X.1-1:
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Figure 4.1.X.1-1: Service discovery and service request flows
Red arrows represent service discovery flows.
Blue arrows represent service request flows.
The TLS tunnels to, from, or between IPXs may not be present.

4.1.X.2

 Security threats
-
If the SEPP is issued certificates on behalf of the remote PLMN, it impersonates the remote PLMN. 
4.1.X.3

 Potential security requirements
**** End of Changes ****

