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1
Decision/action requested

This contribution proposes a proposal for the key issue for TR 33.835.
2
References

 [1]   3GPP TS 33.163: "Battery Efficient Security for very low Throughput Machine Type Communication (MTC) device (BEST)".
3
Rationale





The 5G network function is defined as service based. The BEST solution is based on 4G architecture. Therefore, in order to fit BEST into 5G core network architecture, the impact brought by SBA as well as by 5G system needs to be analysed for BEST. For example, the interface of BEST needs to be reconsidered if adapting to SBA.

The purpose of this proposal is to address the potential impact introduced by 5G system.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X Key Issue #X: Fitting BEST into 5G system
5.X.1 Issue details
This key issue aims to investigate whether BEST can be re-used in 5G and if so how BEST fits into the 5G SBA architecture, specifically how HSE and EAS, and their interfaces (e.g. S6a, SGi, etc.), are to be mapped to 5GC specific functions and reference points. For example, HSE in BEST is connected to HSS. However, in 5G architecture, HSS functionalities are replaced by AUSF, ARPF and UDM. It should be determined which element is connected to HSE in 5G architecture. Besides, HSE may connect to SMF rather than PDN gateway in 5GC. In addition, the connection between UE and enterprise application server may be protected by application specific key with the support of 3GPP credential to prevent leakage of sensitive data.
The impact brought by SBA on BEST are as follows. The SBA needs to support HSE for the reason that HSE belong to the core network nodes. Procedure impacts due to mapping of interfaces or functionalities to SBA also need to be considered, for example, the registration of HSE into the SBA.
5.X.2 Security threats
If the mapped interface between HSE and the corresponding functional entities that replaced HSS is not well protected, it can lead to higher risk on the leakage of 3GPP credential (e.g. CK, IK).
5.X.3 Potential security requirements
TBD
*************** End of Change ****************
