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1	Decision/action requested
Approve this pCR
2	Rationale
This change adds text to clause 6.1.9 
4	Detailed proposal
Add text to clause 6.1.9 as follows:
6.1.9 LTKUP
Editor's Note: It is FFS whether the Long Term Key Update Procedure (LTKUP) will be impacted by advances in quantum computing.  This will depend on the outcome of TR 33.834 [D].  If a certificate based or Diffie-Hellman based solution is selected, then the impact of a quantum computer should be considered here.
The LTKUP Study report 3GPP TR 33.834 [17] details several possible solutions for the update of Long term keys.  These solutions are impacted in different ways depending on the methods used to protect the long term key update.
· Solution #1: 'Replace the affected Profile on eUICC' - this solution is based on asymmetric cryptography and so will be effected by quantum computing.  This solution should assess and include quantum safe asymmetric methods when they become available.
· Solution #2: Pre-installed multiple key pairs - this solution is unaffected by quantum computing.
· Solution #3: Certificate based negotiation -  this solution is based on asymmetric cryptography and so will be effected by quantum computing.  This solution should assess and include quantum safe asymmetric methods when they become available.
· Solution #4: Diffe-Hellman based Key agreement - There are no quantum safe Diffie-Hellman methods available however this solution is still secure because of the way the previous key is part of the new key calculation.  This solution should be extensible (with bid down protection) to new quantum safe asymmetric key agreement methods so that they can be specified when they become available.
· [bookmark: _GoBack]Solution #5: Multiple sets of parameters - This solution is based on pre-personalised values and symmetric key cryptography (for OTA).  This solution resistant to quantum computing, but should use 256bit keys for OTA when available.
· Solution #6: LTK generation - this solution is based on asymmetric cryptography and so will be effected by quantum computing.  This solution should assess and include quantum safe asymmetric methods when they become available. 
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