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Decision/action requested

It is proposed that SA3 endorses the proposal in this discussion.
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Rationale

This discussion paper aims to discuss and clarify the transmission mechanism of SUCI in during the registration retry procedure. According to the current specification, the UE behavior is not very clear whether to send same SUCI or different SUCI in Registration Request messages which are retransmitted during the Registration Retry procedure. 

Fact 1: A SUCI is one time use subscription Identifier.

	From TS 33.501 v15.1.0, subclause 3.1 Definitions [1]:
subscription concealed identifier: A one-time use subscription identifier, called The SUbscription Concealed Identifier (SUCI), which contains the concealed subscription identifier, e.g. the MSIN part of SUPI, and additional non-concealed information needed for home network routing and protection scheme usage.


Fact 2: Every time a SUCI is sent to the network, the network performs Authentication procedure.

According to the TS 33.501 (see the Appendix at the end of this document), when a UE sends SUCI, then the AMF initiates authentication service to the AUSF which initiates a new authentication procedure with the UE. After the successful authentication procedure the AUSF transfer the SUPI to the AMF.

Fact 3: A UE will retransmit Registration Request message 5 times when the timer T3511 expires and the UE does not receive any response message.
The value of timer T3510 is 15 seconds and T3511 is 10 seconds. After the fifth retransmission of the registration Requuest message, the UE starts a timer T3502 with timer value 15 minutes, and after the expiry of T3502 the UE starts retransmiting the Registration Request message.
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Figure 1: Registration procedure

Fact 4:

The UE starts timer T3519 when the UE transmits SUCI during the identification procedure. While the timer T3519 is running, the UE sends same SUCI in further identification procedure invoked to get SUCI from the network. When the T3519 timer expires, the UE will calculate a new SUCI and transmits it during the next Identification procedure.












Figure 2: Identity request procedure
Problem Description:

Problem statement: It is not clear whether the same or a new SUCI will be used in Registration Request messages during registration retry procedure.
According to the SUCI definition in TS 33.501 [1] subclause 3.1, a SUCI is one time use subscription identifier. From this definition, it is not clear whether one time use of SUCI implies sending a SUCI in a single Registration Request message or all the Registration Request messages during Registration retry procedure (on expiry of T3511 timer). In the figure below, it is not clear whether the UE sends SUCI 1 or a new SUCI value (i.e. SUCI 2) in the Registration Request message.
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Solutions:

Solution 1: Send a new SUCI in all Registration Request messages sent during Registration Retry procedure.
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Pros:   
1.
Freshness of SUCI is maintained in each Registration Request message the chances to deconceal SUCI  is extremely low.

Cons: 

1.
Each time a SUCI is sent, authentication procedure will  be triggered. This will cause extra signaling and resource consumption in the network and the UE. 

2.
Generating a SUCI every time consumes UE power.
3.
A UE context is created for each SUCI. Hence the network will have multiple contexts for the same UE (a SUPI).
Solution 2: Send same SUCI in the Registration Request messages sent during Registration Retry procedure.
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Pros:   

1.
It saves UE computation power as new SUCI is not generated.

2.
5GS will unambigiously find the UE context when the 5GS receives Registration Request messages containing the same SUCI. 

3.
A new Authentication procedure may not be required as the 5GS will identify the UE context that has been created due to reception of previous registration request message.

4.
Multiple UE contexts for the same UE are not created.

Cons: 

1.
SUCI freshness is not maintained for 100 seconds. There is very rare chance that intruder will deconceal the SUCI or trace the user location.

Solution 3: Send the same SUCI in the Registration Request messages when a SUCI reuse timer (T35xx) is running otherwise send a new SUCI in the Registration Request message.
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Pros:   

1.
It saves UE computation power as a new SUCI is not generated every time a Registration Request message is sent.

2.
5GS will unambigiously find the UE context when the 5GS receives Registration Request messages containing the same SUCI. 

3.
A new Authentication procedure may not be required as the 5GS will identify the UE context that has been created due to reception of previous registration request message.

4.
Multiple UE contexts for the same UE are not created.

Cons: 

1.
Each time a SUCI is sent, Authentication procedure will  be triggered. This will cause extra signaling and resource consumption in the network and the UE.

4
Detailed proposal

As per the discussion in the previous section, reusing a SUCI during the Registration retry procedure (solution 2 and 3) has clear advantage over using different SUCI in each Registration Request message during Registration retry procedure as the network does not need to perform the redundant authentication procedure when same SUCI is sent in Registration Request message. Solution 2 and 3 are similar and it shoudl be left to CT1 to decide the exact solution to implement the reuse of SUCI during registration retry procedure.

Therefore it is proposed to agree on the accompany CR in S3-182941 [3] and send an LS to the CT1 stating that SA3 suggests to reuse the SUCI during the registration request procedure. Detailed implemention is left to the CT1 decision.
5
Appendix

From 3GPP TS 33.501 v15.1.0 [1]
subscription concealed identifier: A one-time use subscription identifier, called The SUbscription Concealed Identifier (SUCI), which contains the concealed subscription identifier, e.g. the MSIN part of SUPI, and additional non-concealed information needed for home network routing and protection scheme usage.

6.1.2
Initiation of authentication and selection of authentication method

The initiation of the primary authentication is shown in Figure 6.1.2-1. 
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
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 Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

From 3GPP TS 24.501 v15.0.0 [2]:
5.5.2.2.1
UE-initiated de-registration procedure initiation

…

If the UE has a valid 5G-GUTI, the UE shall populate the 5GS mobile identity IE with the valid 5G-GUTI. If the UE does not have a valid 5G-GUTI, the UE shall populate the 5GS mobile identity IE with its SUCI.

…

5.4.3
Identification procedure

5.4.3.1
General
The purpose of this procedure is to request a particular UE to provide specific identification parameters, e.g. the SUCI or the IMEI. The SUCI is a privacy preserving identifier containing the concealed SUPI and IMEI is a format of PEI.

5.4.3.2
Identification initiation by the network 

The AMF initiates the identification procedure by sending an IDENTITY REQUEST message to the UE and starting timer T3570 (see example in figure 5.4.3.2.1). The IDENTITY REQUEST message specifies the requested identification parameters in the Identity type information element.
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Figure 5.4.3.2.1: Identification procedure

5.4.3.3
Identification response by the UE
A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM-CONNECTED mode.

Upon receipt of the IDENTITY REQUEST message:

a)
if the identity type IE in the IDENTITY REQUEST message is not set to "SUCI", the UE shall send an IDENTITY RESPONSE message to the network. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network; and

b)
if the identity type IE in the IDENTITY REQUEST message is set to "SUCI", the UE shall:

1)
if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [24], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and

2)
if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI.

5.4.3.4
Identification completion by the network
Upon receipt of the IDENTITY RESPONSE the network shall stop the timer T3570.
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