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Abstract:                      This contribution proposes to add gNB security requirement and test case related to integrity protection of user data based on the security policy sent by the SMF in 33.511
1
Decision/action requested

It is proposed to approve the test case given in this pCR.
2
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3
Rationale

According to TS 33.501, clause 5.3.3 the security requirements for gNB is stated as, "The gNB shall provide integrity protection of user data based on the security policy sent by the SMF ". The test case for verifying the stated security requirement is defined in this SCAS pCR document.

4
Detailed proposal 
*** BEGIN OF CHANGE  ***
4.2.2.1.x  Integrity of user data based on the security policy sent by the SMF

Requirement Name: Integrity of user data based on the security policy sent by the SMF
Requirement Reference: TBA

Requirement Description: "The gNB shall provide integrity protection of user data based on the security policy sent by the SMF" as specified in TS 33.501, clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT-SMF
Purpose: To verify that the user data packets are integrity protected based on the security policy sent by the SMF.
Pre-Condition: 

-
 The gNB network product shall be connected in emulated/real network environments.

-
The tester shall have access to the N11 interface and NG RAN air interface.

-
The tester shall have knowledge of the integrity algorithm and protection keys.

-
RRC integrity is already activated at the gNB.

Execution Steps: 

1.
The tester captures the entire PDU session establishment procedure involving N1 interface (UE - AMF), N11 interface (AMF - SMF) and N2 interface (AMF – gNB). 

2.
Tester shall filter the Nsmf_PDUSession_CreateSMContext Response message sent between SMF and AMF over N11 interface.

3.
Tester shall decrypt and find the UP security policy sent between SMF and AMF in the filtered the Nsmf_PDUSession_CreateSMContext Response message.
4.
The tester shall capture the RRC connection reconfiguration message sent by gNB to UE over NG RAN air interface.
5.
The tester shall decrypt the RRC connection reconfiguration message and retrieve the UP security policy present in the decrypted message.
6.
Tester shall check whether UP integrity is enabled /disabled to verify if the UP security policy sent by SMF is same as the UP security policy notified by the gNB to the UE in the RRC connection reconfiguration message.
7.
If the integrity protection is enabled the tester shall capture the user plane data sent between UE and gNB using any network analyser.
8.
The hash of the captured messages is computed using integrity algorithm and integrity protection keys.

9.
The tester shall compare the hash value and the message authentication code of the captured messages.
Expected Results:  

The user plane packets are integrity protected based on the security policy sent by the SMF.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END OF CHANGE ***

