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Decision/action requested

SA3 is kindly requested to endorse the proposals as in section 4.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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Rationale

It has been the case that all communications on SRB0 (Unprotected Common Control Channel, UCCH) between the UE and 3GPP RAN is unprotected. However, in 4G, there was an attempt to optimize the RRC Connection Reestablishment procedure by allowing 4G RAN to be guaranteed of the UE which is trying the RRC Reestablishment procedure as the UE which hold the UE identity (Source C-RNTI + Source PCI) and also in possession of the latest KgNB that the UE was using when was connected to the last eNB.

Since, RRC-Reestablishment Request message is sent on SRB0 (no integrity protectionand & no encryption), there was a need to allow the 4G RAN to validate the identiy of the UE which is trying to re-establish its RRC connection, for example, due to handover RLC failure and at the same time validate that such UE is in possession of the KgNB that was used last between the UE and the 4G RAN, i.e., last eNB or Source eNB. In addition, this mechanism needs to be secure for protecting critical fields of the RRC Reestablsihmnet Request message and prevent an attacker of manipulating the RRC Reestablishment Request message to cause mismatch between the UE and the 4G RAN. One of the additional serious challenges is to provide such authentication and protection while staying within the SRB0 messages size limit, i.e., 48-64 bits.

In order to achieve the security assurance of the above mentioned objectives before the target gNB grants the UE RRC connection access, SA3 proposed a mechanism which is based on the concept of “Authentication Token”. In other words, SA3 proposed that the UE will hash “its own identity” + “Target Cell ID” + “KRRCint” using the integrity protection algorithm that was being used between the UE and the source eNB.
Since during the RRC-Reestablishment procedure, the UE is considered in CONNECTED state and the UE mobility is very limited with respect to the source eNB, i.e., RAN2 agreed that the UE identity can be expressed using “Source C-RNTI + Source PCI.” This ID is NOT unique within a PLMN but for the purpose of RRC-Reestablsishment procedure, the possibility of collision is almost zero as the source PCI has 504 different values for a specific geographical area with a specific PLMN.

· UE Identity = “Source C-RNTI + Sourec PCI”
Thus for RRC-Reestablsihment procedure, RAN2 refers to RRC-Reestablishment Request Authentication Token as “ShortMAC-I”.

Observation No. 1: ShortMAC-I is specifically used to protecte the UE identity and bind it to the target cell physical property, i.e., target cell ID, during RRC-Reestablishment procedure, i.e., RRC-Reestablishment Request message.
RRC Resume Request Procedure:
In 2016, an argument was made that SUSPEND/RESUME procedure is different than RRC-Reestablishment procedure where after the UE is suspended, the UE may resume at a different eNB where it is possible for the source PCI overlaps with a completely different eNB, i.e, the combination of “Source-C-RNTI + Source PCI” does not uniquely identify the UE and threfeore, “Source C-RNTI + Sourec PCI” can NOT be used to identify the UE for SUSPEMND/RESUME.

Despite RAN2 agreement to use I-RNTI as the UE ID in Resume Request message, “Source C-RNTI + Source PCI” continued to be used as the UE identity when calculating the “Authhentication Token”. In other words, the UE identity in the Resume Request message is ACTUALLY NOT protected but although there is a very small chance of collision, yet ther will not be any cause of a successful attack as after every successful RRC Resume Request a new KgNB will be derived and thus any future RRC Resume Request authntcation token will different.
Observation No. 2: Continue to using “Source C-RNTI + Source PCI” in the calculation of the ResumeMAC-I does NOT introduce any new security issues as long as the UE and the 5G RAN are tracking the same source C-RNTI + source PCI.
RNA Update using RRC Resume Request:
In 5G, RAN2 has agreed to use the RRC Resume Request message with a new resumecause value for RNA Update procedure. Furthermore, RAN2 and RAN3 agreed to allow the old gNB (gNB1) to decide whether to relocate the UE context to the new gNB (gNB2) or not.

In the case of RNA Update without context relocation, old gNB validates the UE ResumeMAC-I based on the UE “Source C-RNTI + Source PCI” and after validation, old gNB builds RRCRelease (MSG4) while integrity protected and encrypted and send to the new gNB to send to the UE and send the UE to INACTIVE state.

When the UE receives the RRCRelease message from the new gNB, the UE is supposed to not be aware whether the UE context has been relocated to the new gNB or not. Thus, after the UE successfully validates the received RRCRelease message, the UE updates its AS security context; in specific, the UE saves the C-RNTI + PCI of the new gNB as the Source C-RNTI and Source PCI and then go to INACTIVE.
1. Therfore, if the UE decides to perform any future RRC Resume procedure, the UE will calculate the RRC Resume Request message ResumeMAC-I based on the “Source C-RNTI + Source PCI” which belong to the new gNB (gNB2) while including the I-RNTI which points to the old gNB (gNB1).
2. When the new gNB (let us assume it is still gNB2) receives the RRC Resume Request, it will use the UE I-RNTI to identify gNB1 and then send Context Fitch Request to gNB1 which include the ResumeMAC-I.

3. gNB1 allocates the UE context and calculate ResumeMAC-I based on the “Source C-RNTI + Source PCI” which belong to gNB1. 

4. When gNB1 compare its calculate ResumeMAC-I with the received UE ResumeMAC-I, it will fail and thus the UE will be denied service.
Observation No. 2: Using “Source C-RNTI + Source PCI” as an input to ResumeMAC-I for RNA Update w/o context relocation cause an error and deny UE access.

Observation No. 3: If “Source C-RNTI + Source PCI” is to be used as an input to ResumeMAC-I for RNA Update w/o context relocation, the procedure needs to be updated.                       .

Proposed Solutions:

Solution No. 1: Indication in RRCRelease (MSG4)

In this solution, when the old gNB decides to perform RNA Update w/o context relocation, old gNB includes an indication in RRCRelease message to inform the UE to keep the same source C-RNTI + Source PCI in its UE AS security context.
Disadvantages:

1. There will be an impact on the UE.

2. There will be an impact on RAN2 ANS1 protocol by allowing a new indicator in RRCRelease message.
Solution No. 2: old gNB updates UE Context with UE C-RNTI+PCI of new gNB
In every RRC Resume procedure with resumecasue of “RNA Update”, the new gNB shall include the C-RNTI and PCI that the new gNB has allocated the UE in the Context Fetch to the old gNB. In case the old gNB decides NOT to relocate the UE context, the old gNB will update the UE context with the received C-RNTI

Disadvantages:

1. There will be an impact on the gNB to handle RNA Update w/o context transfer different than all other RRC Resume procedures.

2. It probably a violation of gNB privacy to communicate its C-RNTI and PCI to another gNB.

3. An overhead to XnAP where the new gNB always include the UE C-RNTI + PCI whether the old gNB needs it or not.

Solution No. 3: RNA Update ResumeMAC-I use I-RNTI instead of “C-RNTI+PCI” 
In this solution, it is recommended that for RNA Update procedure the ResumeMAC-I Input parameters to use the UE I-RNTI instead of the UE “Source C-RNTI + Source PCI”

Advantages:

1. It naturally provides a distinction between the same UE ShortMAC-I for RRC Reestablishment Request, ResumeMAC-I for all Resume Procedures which ends up getting UE to CONNECTED state, and ResumeMAC-I for RNA Update procedure.

2. Does not have impact on RAN2 ANS1 protocol.

3. gNB handles all RNA Update same way.
Observation No. 4: Using I-RNTI instead of C-RNTI+PCI for ResumeMAC-I for RNA Update naturally address the problem and of UE going out of synch with old gNB and allow protection for UE I-RNTI.

ResumeConstant:
Since the RRC message type is NOT protected by the “Authentication Token” in the RRC-Reestablishment Request nor in the RRC Resume Request Messages, there is need to differentiate the RRC Resume Request message authentication token (ResumeMAC-I) from the token of the RRC-Reestablishment message (ShportMAC-I) for the same UE.

This is important as an attacker can capture either message and just change the RRC message type and resend it to the target gNB. There is currently no mechanism to allow the RAN to discover whether the RRC message type has been tampered with.

In order to create such differentiation, RAN2 has been using ResumeConstant as one bit which is set to “1” only in the case of RRC Resume Request message. Although, ResumeConstant is used to differentiate RRC-Resume Request message from RRC-Reestablishment Request, it yet can NOT be used to differentiate the authentication token between the different RRC Resume Request messages, i.e., RRC Resume Request Messages with different Resumecauses.

Observation No. 5: ResumeConstant is used to differentiate ResumeMAC-I from ShortMAC-I for the same UE.

Observation No. 6: ResumeConstant can NOT be used to differentiate between the authentications tokens of different RRC Resume Request messages for the same UE, i.e., RRC Resume Request Messages with different Resumecauses.
Proposal No. 1: As in SA3 decision during SA3#92 meeting, ResumeConstant shall not be used in the calculation of ResumeMAC-I.

ResumeCause:
In 5G, the consequences of not protecting the ResumeCause in RRC Resume Request message is more severe as “RNA Update” procedure has been defined in [2] as an RRC Resume Request message with Resumecause “RNA Update”. Thus, if a UE sends a Resume Request Message with ResumeCause “emergency” an attacker can change the resumecause to be “RNA Update” and the target gNB will almost always send the UE back to INACTIVE state while the UE is waiting to make an emergency call. This basically causes a denial of service for an emergency call.

Thus, it is important to protect the “ResumeCause” in the RRC Resume Request message in order to prevent any attacker to cause Denial-of-Service to victim UEs. In other words, Resumecause provides the protection that Resumeconstant was supposed to provide.

Proposal No. 2: ResumeMAC-I of RRC Resume Request shall protect “resumecause” field in addition to UE Identity. i.e., ResumeConstant shall be replaced by ResumeCause.
Proposal No. 3: SA3 makes a decision on one of following “Authentication Token” Calculation:

Option No. 1:

1. RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + ResumeCause + Target Cell ID”
2. RRC-Resume-Request
(RNAU) = ResumeMAC-Input “I-RNTI + ResumeCause + Target Cell ID”
Option No. 2:

1. RRC-Resume-Request = ResumeMAC-Input “I-RNTI + ResumeCause + Target Cell ID” for all cases.
Proposal No. 4: SA3 is requested to approve the companion draft CR [3] which implement proposal No. 3 option 2.

Proposal No. 5: SA3 is kindly requested to approve the companion draft LS [4] to RAN2 and RAN3 for informing them with SA3 conclusion.

SA3 is kindly requested to endored the proposals under section 4.
4
Detailed proposal

SA3 is kindly requested to endorse the following proposal:

Proposal No. 1: As in SA3 decision during SA3#92 meeting, ResumeConstant shall not be used in the calculation of ResumeMAC-I.
Proposal No. 2: ResumeMAC-I of RRC Resume Request shall protect “resumecause” field in addition to UE Identity. i.e., ResumeConstant shall be replaced by ResumeCause.
Proposal No. 3: Calculation of the “Authentication Token” for different RRC procedures shall use the following:
Option No. 1:

1. RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + ResumeCause + Target Cell ID”
2. RRC-Resume-Request
(RNAU) = ResumeMAC-Input “I-RNTI + ResumeCause + Target Cell ID”
Option No. 2:

1. RRC-Resume-Request = ResumeMAC-Input “I-RNTI + ResumeCause + Target Cell ID”
Proposal No. 4: SA3 is requested to approve the companion draft CR [3] which implement proposal No. 3 option 2.

Proposal No. 5: SA3 is kindly requested to approve the companion draft LS [4] to RAN2 and RAN3 for informing them with SA3 conclusion.

