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********************START OF CHANGES
*** Change 1
5.7
Void
NOTE: Requirements on Network Exposure Function (NEF) are stated in clause 5.9.2.3.







*** Change 2
5.9.2
Requirements on service-based architecture

Editor's note: Security Requirements for service-based interfaces are ffs

5.9.2.1
Security Requirements for service registration, discovery and authorization

-
NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

-
NRF shall be able to ensure that NF Discovery and registration requests are authorized.

-
NF service based discover and registration shall be able to hide the topology of the available / supported NF's in one administrative/trust domain from entities in different trust/administrative domains (e.g. between NFs in visited and the home networks.)

-
NF Service Request and Response procedure shall support mutual authentication between NF consumer and NF producer.

5.9.2.2
NRF security requirements

The Network Repository Function (NRF) receives NF Discovery Request from an NF instance, provides the information of the discovered NF instances to the NF instance, and maintains NF profiles. 

The following NRF service-based architecture security requirements shall apply:

· NRF and NFs that are requesting service shall be mutually authenticated.
· NRF may provide authentication and authorization to NFs establishing secure communication.

5.9.2.3
NEF security requirements

The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 
The interface between the NEF and the Application Function shall fulfil the following requirements:

-
Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.

-
Mutual authentication between the NEF and Application Function shall be supported.

-
Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.

-
SUPI shall not be sent outside the 3GPP operator domain by NEF.

The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions.
******** END OF CHANGES

