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1
Decision/action requested

This document updates the Living document signaling based remote provisioning of message protection policies in partner SEPPs.
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3
Rationale

In 5G Service Based Architecture, HTTP based signaling flows are protected by the SEPP before they are sent to the roaming network partner over the corresponding N32 interface. 
For outgoing messages, selective protection is applied to the message by the sending SEPP (vSEPP), where in parts of the message undergo e2e encryption, e2e integrity protection and integrity protection with modification tracking.

When the receiving SEPP (hSEPP) in the home network receives the message from the N32 interface, it decodes the received message after necessary verification, and rebuilds the HTTP signaling message to be sent internally to the corresponding Network function.  
This requires the sending SEPP (vSEPP) to know how to selectively protect each part of the message received from the Network Function, and the receiving SEPP (hSEPP) to know how to treat the received protected message from the roaming partner to recreate the final message to be forwarded to the Network function. 
A method is presented in this paper where hSEPP uses N32 signaling interface to configure vSEPP with message protection policy file that corresponds to home network’s set of network functions and their APIs. 
4
Detailed proposal
***
BEGIN CHANGES
***
4.3.x
Solution #x: Signaling based provisioning of message protection policy in partner SEPPs
The signaling based provisioning and update of the message protection policy in a roaming partner SEPP allow the two SEPPs to share each other network’s protection policy information. 
This scheme is useful in scenarios where a local SEPP obtains its message protection policy information through an out of band mechanism such as via the OA&M interface or from a central repository, and not via in-band scheme such as for e.g. embedded in HTTP messages from Network functions themselves.

When the local SEPP in a network gets its initial copy of the message protection policy or if there is an update in the network that resulted in an update to its copy of the message protection policy the local SEPP initiates a handshake with each of its remote partner SEPPs in different networks. It provides its version of the protection policy to each of them. In the response, the SEPPs in the remote network may decide to provide the latest version of its message protection policy.
A mutually authenticated TLS connection shall be used for protecting SEPP to SEPP signaling messages over N32.

In the following illustration, Registration Request message flow from clause 13.5 in TS 33.501 is reused.
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Figure 4.3.x-1- Signaling based provisioning of message protection policy in partner SEPPs
1. 
The SEPP which initiated the TLS connection sends a Registration Request message to the responding SEPP including the its message protection policy for protecting the NF service messages belonging to its network.  

2.
The responding SEPP stores the received message protection policy for network A.

3.
The responding SEPP sends a Registration Response message to initiating SEPP including its message protection selected security mechanism for protecting the NF service messages belonging to its network.
4.
The initiating SEPP stores the message protection policy for network B.
***
END OF CHANGES
***
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