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: This pCR proposes to include the Security Procedure for API invoker obtaining authorization from CAPIF core function to access service API in TS 33.122
1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
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3 Rationale

The TS 23.222 [1] subclause 8.11 describes the architectural procedure for the API invoker obtaining authorization to access service API. Subclause 8.11.2 has a note which clarifies the SA3 scope to develop the information flows for the procedure. The following threat scenarios are analysed to propose a security procedure for the API invoker to obtain authorization information to access the service API.

The lack of binding between the CAPIF authentication and the Service API authorization Request between an API invoker and the CAPIF core function  can lead to man-in-the-middle attack by any attacker obtaining the invocation/access token destined for a legitimate API invoker. The invocation token can be exploited to allow for session fixation, wherein a hacker can use a legitimate user’s invocation token to gain access to the user’s account. The lack of CAPIF core function specific API invoker ID, AEF ID, CAPIF ID, Service API related ID binding to the generation of the invocation token can lead to API invoker authorization verification issues at the CAPIF core function or AEF when more than one API invokers request service API with the same invocation token. In this way, CAPIF core function or Service API can be targeted for DoS attack. With a large number of access attempts, the CAPIF in this condition can be flooded and shut down. The lack of maintaining and enforcing a control over an API invoker related Authentication/Authorization counter at the CAPIF core function or AEF for every API invoker’s authorization request or service API access request can lead to DoS attack over the CAPIF core function, AEF and service API provider. The procedure also needs to consider replay attack.

4 Detailed proposal

5.2.2
Authentication and Authorization 

Editor’s Note: This clause will define authentication and authorization procedures on CAPIF-2e reference point.
***** Start of Change *****
5.2.2.x
Security procedure for API invoker obtaining authorization from CAPIF core function to access service API
Figure 5.2.2.x-1 describes the procedure for the API invoker to obtain authorization from the CAPIF core function to access the requested service API. 

[image: image1.emf]API invoker CAPIF core function (CCF)

2.Validate and authenticate the API invoker ID

1. Obtain service API authorization request

CAPIF specific API Invoker, Authorization 

Token, Counter, Nonce, Service API ID(s)

3. Obtain service API authorization  response

Invocation Token, Token lifetime, Refresh Token, 

Accepted Service API ID (s), AEF Auth Token


Figure 5.2.2.x-1: Procedure for the API invoker obtaining authorization for service API access 
1.
The API invoker sends the service API authorization request message to the CAPIF core function to obtain permission to access the service API. In this message, the API invoker includes information such as CAPIF Core function specific API invoker identifier (CAPIF specifc API invoker ID) and Authorization token derived from the initial/CAPIF 1e (e.g. TLS) and bounded to the onboard token. The message shall also include a Counter that denotes the number of times at which an authorization is being requested, Nonce for freshness verification, Requested service API ID(s) and other related information required for the authorization of the API invoker as specified in TS 23.222 [3] subclause 8.11.

2.
The CAPIF core function shall validate the API invoker by verifying the CAPIF API invoker ID along with the Authorization token. The authorization counter received shall be verified with the one managed with the CAPIF core function. Based on the verification results and API invoker specific subscription information, the CAPIF core function shall checks the locally-stored subscription information to decide whether the API invoker can be authorized to access the requested service API. 

3.
If the check in step 2 is successful, then the CAPIF core function sends obtain service API authorization response message, containing the authorization information for the API invoker to access the service API(s). The authorization information shall include service API invocation token, Token lifetime, Refresh Token, Accepted service API ID(s), and AEF Authentication token to support further mutual authentication between API invoker and the AEF. The AEF Authentication token shall be derived by the CAPIF core function using a secret (e.g. random value), AEF ID, CAPIF API Invoker ID and any Service API related information as described in TS 23.222 [3] subclause 8.11. 
NOTE 1:
After every successful Service API invocation following an authentication or authorization, the corresponding counter is incremented at both API invoker and CAPIF core function side.
NOTE 2:
The refresh token can to be used to receive a new invocation token from the CAPIF core function according to OAuth 2.0 [3].
Editor's Note: Whether the authorization need to be per invoker, per subscription, or per service API is FFS.

Editor's Note: The parameters to be used for authorization token derivation is FFS.
***** End of Change *****
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