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7.2.1 Key hierarchy
1
Decision/action requested

It is proposed that AUSF assigns an identifier for KAUSF, and the UE stores both the identifier and KAUSF.
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Rationale

One of the open issues in TS 33.501 is if KAUSF needs an identifier. Currently, there is no use case for KAUSF in TS 33.501, however, the KAUSF has been still agreed to be part of the key hierarchy for future use. The storage of KAUSF is currently optional in the UE. 
In SA3#90, SA3 discussed about a SID proposal on GBA enhancements for 5G. There seemed to be support of studying on how GBA-like key managemenet could be implemented in 5G. Obviously, the KAUSF could be one realization or component of such key management solution but it needs to be further studied in SA3 before any such conclusion. 
To minimize the number of 5G USIM versions, it would be best if SA3 could already agree on storing both the KAUSF and its identifier in the Rel-15 5G USIM. The furher keys derived from KAUSF may not need to be stored in the 5G USIM, and consequently the Rel-15 5G USIM may not be changed even if new use cases are agreed. One problem is that there are no clear requirements for the identifier yet, e.g. it is not clear if the identifier needs to include routing information to the AUSF that is storing the KAUSF. The most forward compatible solution would be to allow AUSF to assign the key identifier and keep the format transparent to the UE in Rel-15. 
4
Detailed proposal

We propose the follow as a way forward. The proposal is implemented in the related CR towards TS 33.501.  

1. The AUSF may assign an identifier KIdAUSF to the KAUSF and send the identifier to the UE in the authentication challenge message. There is no standardized format (other than the maximum length) for the identifier until the first use case is specified in SA3. 

2. If the UE receives the identifier KIdAUSF, it stores the KIdAUSF and the KAUSF.

a. If the USIM supports the storage of KAUSF, and KIdAUSF, the UE stores them in the USIM. 

b. If the USIM does not support the storage KAUSF, and KIdAUSF, the UE stores them in the ME.
