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Decision/action requested

This contribution contains the agreed agenda and notes for the SA3 conference call on 
SEPP protection mechanisms.
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Meeting information
Topic: SEPP protection mechanisms
Date and time: Wednesday, March 28nd 14:00 to 15:15 CET

Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.
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Agenda and notes
One input document (agenda) has been provided by Deutsche Telekom and extended by Ericsson to reflect a list of open points regarding the SEPP protection mechanisms. It is proposed to discuss these points during the call and possibly agree on working assumptions to facilitate progress. Such informal agreements, if any, are to be captured in the conclusion clause below.

	Discussion item
	Notes

	Key management / negotiation
	Symmetric vs. asymmetric cryptography

- DT:  Exchanging root certificates seems more practical hence, asymmetric cryptography preferable.

(The group seemed to agree on this point.)

Negotiation of session keys 

- E///: TLS tunnel for negotiation of cryptographic parameters already there since SA3#90-Bis

- Juniper: Negotiation of session keys in this TLS tunnel seems reasonable. However, clear definition of a "session" is necessary. Possibly an HTTP/2 session? If key derivation happens for every HTTP/2 stream, that seems like a massive overhead.

- BT: Would operators need to revoke certain services from their roaming partners. One may not want to revoke the whole root key, but a particular mechanism. How to achieve such granularity?

- E///: Would be different actors modifying the message. Authorization of certain message modifications needs to happen between operator and IPX provider.

- Juniper: Comes back to definition of a session. Do we need CT4 to define this before continuing in SA3?

- DT: Simple solution is preferable, i.e. one long-term session per roaming partner.

- Juniper: If IPX makes modification to JSON, what key would it use for authorization?

- E///: SA3 should stick with original agreement of a general integrity protection in Rel-15.

(The group seemed to agree on this point.)

- Juniper: Capture a working assumption that "session" is a long-term connection between two roaming partners, similar to IPsec.

- BT: Prefer using another word than session, e.g. "security association".

(The group seemed to agree to above two points.)

	Integrity protection
	Integrity protection based on JSON patch (S3-180896)

- E///: Parts of this proposal, i.e. decomposition of original HTTP message, can be introduced in Rel-15. Attribute-level protection to be worked on in Rel-16.

- DT: Replacing URI with encrypted representation discussed before. Why not always encrypt whole URI? Since there are no indication for other actions, this could be a working assumption.

- BT: SA3 would need a list of exemptions, i.e. IEs that need to be visible, provided by GSMA DESS group.
- KPN: IPX business model depends on visible information, i.e. as much as possible. Compiling a complete list may be difficult. SA3 could take this up as working assumption until GSMA DESS gives indication that it is not possible.

(The group seemed to agree on this.)

	Confidentiality protection
	- DT: Only JSON Web Encryption (JWE) specified as possible solution in living document.

- E///: Merely the general signaling specified in TS 33.501 up till now.

- E///: Aim for contributing JOSE cipher suite profiles to TS 33.310/33.210 for SA3#91.

	Error handling
	- DT: If integrity protection fails, message is to be discarded.

- KPN: Operator might not throw everything away, if some special agreement with IPX provider in place. But specification should state to throw messages away by default.

- BT: Do we have a concept of an ongoing log to track changes from IPX providers?

- Juniper: That seems to be more of an operational issue, rather than one for standardization. 
Sending message for every failure might pose a potential DoS attack, therefore rate limiting mechanism should be specified.

- DT: How to signal errors back to originating SEPP? HTTP status codes were discussed before.

- KPN: Every layer taking care of its own errors, i.e. errors in JSON payload to be signaled back by dedicated JSON objects. As long as mechanism for session key negotiation in place, attempt to re-key might solve issues.

- Juniper: SCAS document for SEPP should contain such test cases.

- DT: Document does not exist today, but eventually should be.

	3. Any other business
	none
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Conclusion
N32 SEPP-SEPP security associations for application layer protection are long-term, i.e. similar to IPsec.

Asymmetric cryptography, i.e. exchanging root certificates between roaming partners, as a basis for further key negotiations/derivations between SEPPs is preferred.

For Rel-15, specify a simple solution that enforces general integrity protection on the complete N32 message, rather than on individual attributes.
In case integrity protection fails, the SEPP is to discard incoming messages. How to signal back errors to the originating SEPP is FFS.
Until further notice by GSMA DESS/IPX providers, encrypt the whole URI by default, as it will frequently contain sensitive information (SUPI).
