Page 1



3GPP TSG-SA WG3 Meeting #91Bis 
S3-182041
La Jolla (US), 21-25 May 2018 







revision of S3-180570, merge of S3-181782 and S3-171842
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	TS 33.501
	CR
	0105
	rev
	2
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Corrections and clarifications to Handover from EPS to 5GS over N26

	
	

	Source to WG:
	Qualcomm Incorporated, Ericsson, Huawei

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-05-23

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	This change is based on living CR in S3-181570.

The procedure for IW HO from EPS to 5GS needs to be corrected and clarified.



	
	

	Summary of change:
	The following corrections and clarifications are proposed:

Based on S3-181782
- Editorial fix in Clause 8.4.1

- Use the NASC container in handover signalling to make it consistent with the N2 based handover with AMF change

- Remove the redundant text in step 8

- Update the figure based on the above changes
- NH as a freshness parameter for KAMF’ derivation
Based on S3-181842

- NAS-MAC-I is corrected to NAS-MAC in steps 4 and 5 in Figure 8.4.2-1.

- in step 3: a need to align with clause 8.6.2 which now says that NAS COUNTs are set to 0. Therefore, a reference to clause 8.6.2 is added.
- in step 3: The target AMF shall use an access type distinguisher set to “3GPP access” when deriving the initial KgNB from the mapped KAMF' key as specified in Annex A.9. 
- in step 8: a need to align with clause 8.6.2 which now says that NAS COUNTs are set to 0. Therefore, a reference to clause 8.6.2 is added.
- in step 8: it has been clarified that the UE shall also derive the initial KgNB from the mapped KAMF' key in the same way as the target AMF in step 3. The UE shall derive the AS RRC keys and the AS UP keys based on the initial KgNB and the received 5G AS security algorithms identifiers selected by the target eNB as described in Annex A.8.

	
	

	Consequences if not approved:
	Incomplete specification

	
	

	Clauses affected:
	8.4.1, 8.4.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** START OF CHANGES ****
8.4
Handover from EPS to 5GS over N26

8.4.1 
General

This clause covers the case of handover from EPS to 5GS, as defined in TS 23.502 [8].

8.4.2
Procedure
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Figure 8.4.2-1: Handover from EPS to 5GS over N26

NOTE 1:
This procedure is based on clause 4.11.1.2.2 in TS 23.502 [8] and only includes steps and description that are relevant to security.
As the UE is connected to the EPS, the source MME has a current EPS security context for the UE. The current EPS security context may be a mapped EPS security context resulting from a previous mobility from 5GS, or a native EPS security context resulting from a primary authentication with the EPS.
1.
The source eNB sends a Handover Required message to the source MME, including UE's identity and UE's security capabilities.

NOTE 2:
The source MME checks whether the UE's security capabilities and access rights are valid in order to decide whether it can initiate handover to 5GS.

2.
The source MME selects the target AMF and sends a Forward Relocation Request to the selected target AMF. The source MME includes UE's EPS security context including KASME, eKSI, UE EPS security capabilities, selected EPS NAS algorithm identifiers, uplink and downlink EPS NAS COUNT’s, {NH, NCC} pair, in this message. If the source MME has the UE NR security capabilities stored, then it will forward the UE NR security capabilities as well to the target AMF.
3.
The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF key from the received KASME and the NH value in the EPS security context received from the source MME as described in clause 8.6.2. 

If the target AMF receives the UE 5G security capabilities, then the target AMF shall select the 5G NAS security algorithms (to be used in the target AMF for encryption and integrity protection) which have the highest priority from its configured list.

If the target AMF does not receive the UE 5G security capabilities from the source MME, then the target AMF shall assume that the following default set of 5G security algorithms are supported by the UE (and shall set the UE 5G security capabilities in the mapped 5G NAS security context according to this default set):

a.
NEA0, 128-NEA1 and 128-NEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;

b.
128-NIA1 and 128-NIA2 for NAS signalling integrity protection, RRC signalling integrity protection and UP integrity protection.
The target AMF then derives the complete mapped 5G security context. The target AMF shall derive the 5G NAS keys (i.e., KNASenc and KNASint) from the new KAMF' with the selected 5G NAS security algorithm identifiers as input, to be used in AMF as described in clause A.8. The uplink and downlink 5G NAS COUNTs associated with the derived 5G NAS keys are set to the value as described in clause 8.6.2. The ngKSI for the newly derived KAMF' key is defined such as the value field is taken from the eKSI of the KASME key (i.e. included in the received EPS security context) and the type field is set to indicate a mapped security context. The target AMF shall also derive the initial KgNB from the mapped KAMF' key as specified in Annex A.9 using 232-1 as the value of the uplink NAS COUNT parameter and an access type distinguisher set to “3GPP access”. 
NOTE 3:
The target AMF and the UE only uses the 232-1 as the value of the uplink NAS COUNT for the purpose of deriving KgNB and do not actually set the uplink NAS COUNT to 232-1. The reason for choosing such a value not in the normal NAS COUNT range, i.e., [0, 224-1] is to avoid any possibility that the value may be used to derive the same KgNB again. 
The target AMF associates this mapped 5G Security context with ngKSI.

NOTE 4:
The target AMF derives a KgNB using the KAMF instead of using the {NH, NCC} pair received from the MME.
The target AMF shall create a NASC as described in clause 6.9.2.3.3 with the downlink NAS COUNT value set to 0 and the NCC associated with the NH value used for KAMF’ derivation. The target AMF shall calculate a NAS MAC as described in clause 6.9.2.3.3. with the COUNT parameter set to 0.
The target AMF shall increment the downlink NAS COUNT by one after creating a NASC.
4.
The target AMF requests the target gNB to establish the bearer(s) by sending the Handover Request message.

The target AMF sends the NASC created in step 3 along with, the derived KgNB and the UE security capabilities in the Handover Request message to the target gNB. 

The target AMF shall calculate a 32-bit NAS MAC over the parameters included in the NASC using the newly derived and fresh KNASint key. The input parameters to the NAS 128-bit integrity algorithms as described in Annex D.3 shall be set as follows when calculating NAS MAC: The KEY input shall be equal to the KNASint key. All BEARER bits shall be set to 1. The DIRECTION bit shall be set to 1 for downlink. The COUNT input shall be set to the downlink NAS COUNT value in the NASC
. The MESSAGE shall be set to the content of NAS Container as defined in TS 24.501 [35].
5.
The target gNB shall selects the 5G AS security algorithms from the list in the UE security capabilities. 
The target gNB shall derive the 5G AS security context, by deriving the 5G AS keys (KRRCint, KRRCenc, KUPint, and KUPenc) from the KgNB and the selected 5G AS security algorithm identifiers as described in Annex A.8. 

The target gNB sends a Handover Request Ack message to the target AMF. It includes the selected 5G AS algorithms, and the NASC received from the target AMF (in step 4) in the Target to Source Container, and includes it in the Handover Request Ack message.

6.
The target AMF sends the Forward Relocation Response message to the source MME. The required security parameters obtained from gNB in step 5 as the Target to Source Container are forwarded to the source MME.

7.
The source MME sends the Handover Command to the source eNB. The source eNB commands the UE to handover to the target 5G network by sending the Handover Command. This message includes all the security related parameters in the NASC
obtained from the target AMF in step 6.

8.
The UE derives a mapped KAMF’ key from the KASME in the same way the AMF did in step 3. It shall also derive the 5G NAS keys from the mapped KAMF key using the selected NAS algorithm identifiers included in the NASC and KgNB as the AMF did in step 3 and the RRC and UP keys as the gNB did in step 5. It associates this mapped 5G security context to eKSI with the ngKSI included in the NASC. The uplink and downlink 5G NAS COUNTs associated with the derived 5G NAS keys are set to the value as described in clause 8.6.2.
The UE shall verify the received NAS MAC by calculating a NAS MAC using the parameters in the NASC as the target AMF did in step 4. 

The UE shall verify the replayed UE security capabilities included in the NASC. The UE shall also derive the initial KgNB from the mapped KAMF' key in the same way as the target AMF in step 3. The UE shall derive the AS RRC keys and the AS UP keys based on the initial KgNB and the received 5G AS security algorithms identifiers selected by the target eNB as described in Annex A.8.
The mapped 5G security context shall become the current 5G security context.

9.
The UE sends the Handover Complete message to the target gNB. This shall be ciphered and integrity protected by the AS keys in the current 5G security context.

10.
The target gNB notifies the target AMF with a Handover Notify message.

If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request following the handover procedure. The AMF shall retrieve the native security context using the 5G-GUTI. The AMF may activate the native KAMF by performing a NAS SMC procedure.
If the handover is not completed successfully, the new mapped 5G security context can not be used in the future. In this case, the AMF shall delete the new mapped 5G security context.
**** END OF CHANGES ****
�Or “estimated from the DL NAS COUNT value in the NASC (when NASC contains LSBs of the full DL NAS COUNT value)
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