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START OF CHANGES

***** CHANGE 1

4.X
Security elements in the home network

4.X.1
Authentication server function (AUSF)

The AUSF is an authentication function that interacts with the ARPF and terminates requests from the SEAF sitting in the serving network. The AUSF requests the authentication vector from the ARPF and generates the anchor key for the SEAF, to enable further key derivation after a successful authentication run. 

The AUSF resides in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access. An interface between AUSF and UDM, namely N13, is defined in TS 23.501 for retrieving subscriber profile information. 

If an EAP authentication method is used, the AUSF takes the role of the EAP server. 
4.X.2
Authentication credential Repository and Processing Function (ARPF)

Authentication credential Repository and Processing Function (ARPF) stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF resides in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF. 

NOTE: In the case of AKA-based authentication (5G AKA or EAP-AKA'), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
4.X.3
Subscriber De-concealment function (SIDF)

When the UE registers to a network, it is not using the SUPI, but a concealed identifier called SUCI. The Subscription Identifier De-concealing Function (SIDF) is a service offered by the network function UDM in the home network of the subscriber for providing subscriber privacy, and responsible for de-concealing the SUPI from the SUCI.  

A privacy dedicated home network public key is created by the home network operator and distributed to its subscribers. The corresponding private key is stored in a secure environment of the UDM and used by the SIDF for de-concealment. 
***** CHANGE 2
4.Y
Security elements in the serving network

4.Y.1
Security anchor function (SEAF)

The security anchor function (SEAF) is an authentication function in the core network residing in the AMF and interacting with the UE and the AUSF in the UE's home network. The SEAF receives from the AUSF the authentication vector for UE authentication process. This vector includes the anchor key KSEAF that the SEAF will use after successful authentication of the UE to establish a secure connection with the UE. This intermediate key sent to the SEAF in the visited network is specific to the visited network. 

***** CHANGE 3
4.Z
Security elements in the UE

4.Z.1
Tamper resistant secure hardware component
The USIM securely stores and processes subscriber and operator related credentials, e.g. the key K used to perform primary authentication and key agreement procedures. 

The USIM resides in the UICC (removable or non-removable). 
Editor’s note: The smart secure platform (SSP) is a new secure element and is another solution where the USIM can reside on, if the SSP is defined in the Release 15 timeframe by ETSI TC SCP and if it complies with the security requirements defined in the present document. 

END OF CHANGES


