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1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

 [1]
3GPP TS 33.122:  Security Aspects of Common API Framework for 3GPP Northbound APIs
3
Rationale

The TS 33.122 [1] clause 6.1 describes the security of API invoker onboarding. After successful establishment of the TLS session, the CAPIF core function shall verify OAuth access token send during Onboard API invoker request. If validation of the OAuth access token is successful, the CAPIF core function shall generate an API invoker’s profile. However, the corresponding requirement of Onboarding API invoker is not given.
Therefore, this contribution adds the security requirement of Onboarding API invoker. It is proposed to SA3 to agree this pCR.
4
Detailed proposal

*************** Start of Change 1 ****************
4.3
Security requirements on the CAPIF-1/1e reference point
Editor’s Note: This clause will define potential security requirements of CAPIF-1/1e reference point.

The CAPIF-1/1e reference point between the API invoker and the CAPIF core function shall fulfil the following requirements:

[CAPIF-SEC-4.3-a] Mutual authentication between the API invoker and the CAPIF Core function shall be supported.

[CAPIF-SEC-4.3-b] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be integrity protected.

[CAPIF-SEC-4.3-c] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be protected from replay attacks.

[CAPIF-SEC-4.3-d] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be confidentiality protected. 
[CAPIF-SEC-4.3-e] Privacy of the 3GPP user over the CAPIF-1 and CAPIF-1e reference points shall be protected.

[CAPIF-SEC-4.3-f] The CAPIF core function shall authorize the API invoker prior to the API invoker accessing the AEF.

[CAPIF-SEC-4.3-g] The CAPIF core function shall authorize the API invoker prior to accessing the discover service API. 

[CAPIF-SEC-4.3-h] The CAPIF core function shall verify the API invoker’s authorization informaton for onboarding of API invoker.
*************** End of Change 1 ****************
