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********************* Start of 1st change *************************
5.3.1.2
Home KMS

The Home KMS is the KMS trusted by the user (KM client) to manage the user’s primary security domain. The Home KMS controls the use of media security for users (KM clients) within the primary security domain and is the source of KMS certificates for users or groups home to partner (i.e. external) MC domains.

The Home KMS shall provide the following to KM clients:

-
The Home KMS Certificate.

-
Policy around the use of provisioned key material.

-
User key material for the authenticated user’s identity.

-
A list of permitted Migration KMSs and their addresses.

-
A list of permitted External KMSs, and their KMS certificates.

KM clients may provide the following to their Home KMS:

-
Received KMS Redirect Responses (KRRs).
5.3.1.3
Migration KMS
A Migration KMS is the KMS of a migration MC domain that controls media security of users (KM clients) while those users are authorised members of that migration MC domain.
Note 1:  A Home KMS may continue to support a user with primary KMS certificates and key material while the user is migrated.






A Migration KMS may provide the following to KM clients:

-
The Migation KMS Certificate.

-
User key material for the authenticated user’s identity while a member of the migration MC domain.

NOTE 2:
 A Migration KMS may also support revocation of key material issued by a Home KMS (e.g. due to compromise), while still allowing communication using (uncompromised) key material provisioned by the Migration KMS.
KM clients may provide the following to their Migration KMS:

-
KMS Redirect Responses (KRRs).
5.3.1.4
External KMS
External KMSs serve partner security domains with which the user is able to communicate. To communicate with the partner security domain, the user (KM client) requires the External KMS certificate. External KMS certificates are provided by the user’s Home KMS. In this way, the Home KMS maintains control of external communications. 

The user (KM client) never connects to an External KMS.

NOTE 1:
Without provisioning the KMS certificate of an External KMS, secure communication with users and groups home to the corresponding partner security domain is not possible.
