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Decision/action requested

2
References

[1] C1-180761 “Reply LS on PLMN and RAT selection policies for roaming”. 
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Rationale and proposal 
CT1 informed SA3 in their LS [1] that they have agreed to standardize a native 5GS solution for steering of UE in VPLMN in Release 15. The solution is based on NAS protocol, and can optionally be used by the HPLMN. The legacy OTA mechanism will still be supported in 5GS as well. 

This contribution is adding a placeholder to TS 33.501 on security requirements and procedures on steering of UE in VPLMN. We also propose that the security requirements that have been agreed in SA3 are added to the TS. The final SA3 requirements and procedures need to be added when CT1 and SA3 have completed the work. 
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pCR to the living document 
*** FIRST CHANGE *** 

1. High level security requirements
Editor’s Note: This clause will capture the high level security requirements

The steering of UE in VPLMN allows the HPLMN to deliver the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN delivers this list to the UE as part of the Network Steering information.

The Network Steering information shall be integrity protected by the HPLMN.  

It shall be possible for the HPLMN to confidentiality protect the Network Steering information.

Editor’s Note: The network entity in the HPLMN (e.g., PCF, AUSF, UDM) that performs the integrity protection is FFS. The potential LI aspects of confidentiality protection are FFS.


The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been altered.

The UE shall have means to detect whether the Network Steering information sent by the HPLMN has been removed.
The UE shall be authenticated before the Network Steering information is delivered to the UE. 
*** END OF CHANGES *** 

