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1
Decision/action requested

It is requested to choose solution#1 in the living document S3-180371 as one of the solutions to be included in TS 33.501.
2
References

[1]
C1-180761: Reply LS on PLMN and RAT selection policies for roaming
[2]
S3-180371: Living Document: Security of PLMN/RAT selection policies for roaming
3
Rationale

3.1 Introduction
In the reply LS [1] from CT1 on the topic of PLMN/RAT selection for roaming, CT1 agreed that OTA mechanism will still be supported in 5GS, and in addition, CT1 had decided to standardize a new and native solution for 5GS for steering of roaming and the rational is given in [1]. The related agreed CRs (C1-180495 and C1-180462) to TR 24.890 are attached to the reply LS.
The solution in C1-180462 uses the authentication procedure during registration to deliver the steering information, and there is a NOTE to address SA3’s concern on using authentication procedure after initial registration as following: 
NOTE 3:
The HPLMN UDM decides to provide the list of preferred PLMN/access technology combinations to the UE,based on operator policy, it is preferred to use it only for first registration in VPLMN otherwise VPLMN may avoid periodic re-authentication of the UE for commercial reasons.
The end-to-end security between HPLMN and roaming UEs is left for SA3, and the solution #1 in the SA3 living documents [2] could provides the end-to-end security. The document provides the analysis of solution#1 and proposes to base the normative work on solution#1 for CT1’s solution in C1-180462.
3.2 Solution analysis

During the discussion of solution#1 in SA3#90 meeting, several Editor’s Notes and evaluation are added to collect comments from different companies. These Editor’s Notes and evaluation are analyzed hereunder.
3.2.1 Indication of sending the list to the UE from HPLMN

To prevent the VPLMN to alter or remove the steering information, an indication should be sent in Authentication Vector from HPLMN to roaming UEs, as AV itself is integrity protected. In current AV, AMF is the only parameter which could carry such indication. AMF has 8 bits reserved for standardization since Rel-8, and only bit 0 is used for the last 10 years, 7 bits are still reserved, solution#1 proposes to use one of the 7 bits. The solution does not have impact on legacy UICCs after Rel-8, and the feature is optional to be supported by HPLMN. HPLMNs who till use pre-Rel-8 UICCs can use existing OTA mechanism to steer roaming UEs.
Alternative solution could be adding a new parameter in the AV to convey the indication, i.e., AV'={RAND, AUTN, indicator}. In such case, to prevent the VPLMN to alter or remove the indicator, the indicator should be integrity protected by the MAC in AUTN. MAC* is used here to represent the enhanced MAC, i.e., MAC*=f1'K(SQN || RAND || AMF || indicator), and UICC should verify the MAC* using the same way. This solution is technically workable, but it requires some change of the f1 function in UDM and UICC, and it is not compatible with legacy UICCs even after Rel-8. 
Comparing the two solutions, it is preferred to use AMF bit, i.e. steering bit in solution#1, to convey the indication. However, if the alternative solution was preferred by the majority, the alternative solution could also be added in the living document.
3.2.2 Which entity sets the steering bit

The steering bit is included in an AV, and in the latest version of TS 33.501, the AV is generated by UDM/ARPF. It seems that the UDM and ARPF are co-located, and the functionality is not differentiated, so UDM/ARPF should be responsible for setting the steering bit. 
Proposal 1: Remove Editor’s Note: It is FFS whether UDM is the entity who sets the AMF steering bit.
3.2.3 Independency of authentication method
AUTN is sent from the UDM/ARPF to the UE, regardless of using 5G AKA or EAP-AKA', and the PLMN/RAT list could be contained as an independent IE in 5G-AIA message and Auth-Req message. So solution#1 can be used for 5G-AKA and EAP-AKA'.

For EAP-TLS, it is agreed that this authentication method is not used for roaming case.
In conclusion, solution#1 in [2] could achieve independency of existing authentication methods in TS 33.501.

Proposal 2: Remove Editor’s Note: It is FFS whether the solution could achieve independence of authentication method.
3.2.4 Confidentiality protection of steering information
In [1], CT1 said that integrity and confidentiality protection shall be ensured between HPLMN and UE.

Solution#1 in [2] integrity protects the steering information using an integrity protection key derived from KAUSF, when confidentiality is needed, a ciphering key could also be derived from KAUSF.
Proposal 3: Add confidentiality protection of the steering information in solution#1.
3.3 Conclusion
Solution#1 in [2] provides end-to-end security for the stage 3 solution in C1-180462, and it is proposed to move solution#1 to TS 33.501, with necessary enhancement as in Proposal 3.
4
Detailed proposal
***** Start of the First Change *****
1.1. Solution #1: Delivering steering information during authentication procedure
1.1.1. Introduction

This solution addresses the key issue 1. The solution proposes to send the Network Steering information during registration process, in particular, during authentication procedure.
1.1.2. Solution details
When UE initiates registration through a VPLMN, the UDM/ARPF of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE. In such case, upon reception of the Auth Info-Req from the AUSF, the UDM/ARPF shall set Authentication Management Field (AMF) steering bit = 1 to indicate sending of the list to the UE from the UDM/ARPF. The UDM/ARFP shall include the list in the Auth Info-Resp message and sends the Auth Info-Resp message to the AUSF. The AUSF shall derive KAUSF_enc from KAUSF and encrypts the list using KAUSF_enc, then the AUSF shall derive KAUSF_int from KAUSF, compute a message authentication code MAC' using the encrypted list of PLMN/access technology combinations and KAUSF_int as input parameters to integrity protect the list, and send the 5G Authentication Initiation Answer (5G-AIA) message including the encrypted list and MAC' to the SEAF in the VPLMN. The SEAF shall include the encrypted list and MAC' in the Auth-Req message and send it to the UE. 

Upon reception of the Auth-Req message, the ME shall send the AUTN to the USIM for verification and receives CK/IK from the USIM. Then the ME shall verify the AMF steering bit=1, and verify the list is included in the Auth-Req message. If so, the ME shall derive KAUSF and further derives KAUSF_int from KAUSF, then the UE shall compute XMAC' in the same way as the AUSF computes MAC' and verify the list by comparing XMAC' with MAC'. If they are the same, the UE shall derive KAUSF_enc from KAUSF, decrypt the list and perform PLMN selection taking into account the decrypted list, otherwise, the ME shall send an authentication failure message to the SEAF.
NOTE :
It is preferred to use the solution only for first registration in VPLMN otherwise VPLMN may avoid periodic re-authentication of the UE for commercial reasons.
Editor’s Note: The steering bit in AMF is TBD.
Editor’s Note: The message authentication function used to calculate MAC' is FFS.
Editor’s Note: Other input parameter for the calculation of MAC' is FFS.

Editor’s Note: It is FFS whether the solution could achieve independence of authentication method.
***** End of the First Change *****
***** Start of the Second Change *****
5 Conclusion
Editor’s Note: The clause will capture the conclusions and eventually the requirements and solutions to be included in TS 33.501
***** End of the Second Change *****
