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1
Decision/action requested

Accept normative text for security aspects of NEF in clause 4
2
References

[1]
TS 23.501
[2]
S3-180990  Security requirements for NEF
3
Rationale
This paper proposes normative text for security aspects of NEF based on the set of requirements for NEF proposed in a companion paper S3-18abcd.
4
Detailed proposal

Note to the Rapporteur – section 5.X is added by pCR S3-180990
************* BEGIN CHANGE *****************
13
Security aspects of Network Exposure Function (NEF)

13.1
General

In the 5G system, the Network Functions securely expose capabilities and events to 3rd party Application Functions via NEF. The NEF also enable secure provision of information in the 3GPP network by authenticated and authorized Application Functions.

Requirements on security aspects of NEF are captured in clause 5.X. 
13.2
Mutual authentication

For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 
13.3
Protection of the NEF – AF interface 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the Application Function. The support of TLS is mandatory. 

Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E. 

************* END CHANGE *****************
5
Conclusion
SA3 is requested to approve the normative text proposed in this contribution for security aspects of NEF.
A companion pCR S3-180990 provides normative text to TS 33.501 on NEF requirements.
