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4.1.6.6 
1
Decision/action requested

It is proposed to add further details to 5G NAS Security. 
2
References

[1]
 TS 33.501
3
Rationale

At state transition from RM-DEREGISTERED to RM-REGISTERED, the UE has no PDU sessions established and therefore there is no need to establish AS security as part of the Registration procedure. It is therefore proposed to remove the AS security establishment in this scenario in clause 6.8.1.1.

Also, clause 6.8.1.3 seems to be overlapping with clause 6.8.1.2 after the restructioning of TS 33.501 [1] and its therefore proposed to remove clause 6.8.1.3 as 6.8.1.3 clause describes the state transition CM-IDLE to CM-CONNECTED which is already described in clause 6.8.1.2.

4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 

*** BEGIN CHANGES ***
6.8.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5.2, which is about Transition away from EMM-DEREGISTERED.

6.8.1.1.2.1
General 

When starting the transition away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if no current 5G NAS security context is available in the ME, the ME shall retrieve native 5G NAS security context stored on the USIM if the USIM supports RM parameters storage and if the stored native 5G NAS security context on the USIM is marked as valid. If the the USIM does not support RM parameters storage the ME shall retrieve stored native 5G NAS security context from its non-volatile memory if the native 5G NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc from the KAMF after retrieving the stored 5G NAS security context; see Annex A on NAS key derivation. The retrieved native 5G NAS security context with the derived KNASint and KNASenc shall then become the current 5G NAS security context.

When the ME is transitioning away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if the USIM supports RM parameters storage, the ME shall mark the stored 5G NAS security context on the USIM as invalid. If the USIM does not support RM parameters storage, the ME shall mark the stored 5G NAS security context in its non-volatile memory as invalid.

If the ME uses a 5G NAS security context to protect NAS messages, the NAS COUNT values are updated in the volatile memory of the ME. If the attempt to transition away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state fails, the ME shall store the (possibly updated) 5G NAS security context on the USIM or non-volatile ME memory and mark it as valid. 

NOTE:
The present specification only considers the states RM-DEREGISTERED and RM REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g., 5GMM states in TS 24.501 [35]). 

When the UE transits from RM-DEREGISTERED to RM-REGISTERED/CM-CONNECTED, there are two cases to consider, either a full native 5G NAS security context exists, or it does not.
Editor’s Note: The setup of the AS security context in the gNB is dependent on the type of the registration. For example, if the registration does not require UP connection then AS security context setup is not required. This is to be aligned with SA2 and RAN3. 

**** End of Changes ****
