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1
Decision/action requested

This contribution includes a pCR to update the protection of the initial NAS message proecdures to include the IEs that can be sent in the clear and using the hashing method to provide integrity protection od the IEs that are sent in the clear.
2
References

None
3
Rationale

The initial NAS Message protection is also enhanced to note that the S-NSSAI, the latest TAI and information for the protected TAU (needed for idle mobility from 4G to 5G) can be sent in the clear. This provides the AMF with the relevant information to firstly ensure that the correct AMF to serve the UE is selected and establish the NAS security. The rest of the information is then passed to the AMF ciphered (assuming a non-Null ciphering algorithm is selected. This ensures that there is no effect on the signalling (in terms of the messages that are sent) form the application of the additional security, but the privacy of the UE data is preserved as best as possible. Integrity protection of the IEs that are sent unciphered is provided by the hashing method (that was introduced into LTE). Using both method means the only time the ciphered IEs needs to be sent twice is when the UE has a security context and the network doe not have that context. 
It would be problematic to introduce such a ciphering method later as a UE could not know whether the AMF supports such a feature or not. This means that once some IE is sent in the clear in one release then it would need to be sent in the clear in all releases (i.e. if it is later decided that some information should have been protected, it becomes very hard to get this information protected as it is necessary to deal with different release of UEs and AMFs). This means introducing the ability to ciphering some parts of an initial message later would mean that the protected information would need to be added to new IEs. These new IEs may then need to be added to the AMF to AMF interface as the information may need to be passed to different AMFs. 
If an SMS is sent in an initial message, it should be sent as one of the ciphered IEs and hence the editor’s note can be deleted.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.501.
***** START OF CHANGES *****
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selction of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF . The UE shall send all other IEs ciphered. The AMF may request the UE to send the additional IEs in the NAS Security Mode Complete message if needed (e.g. if the AMF could not find the UE's security context). The AMF uses a hash value to protect the integrity of the the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection the AMF fails. 
The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the Initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, e.g. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities S-NSSAIs, ngKSI, the last visited TAI IE and IE containing the TAU Request in the case idle mobility from 4G.




Editor’s Note: The proposed cleartext IEs necessary to establish security and slected the AMF has to be verified in liaison with other Working Groups and is therefore FFS.

If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted. 
Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 
Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall includea request for the additional IEs in the NAS Security Mode Command message. 

Editor’s note: It is FFS whether the request for additional IEs is needed since the hash can also act as the request for additional IEs, e.g. the hash is present in the NAS Security Mode Command message and the hash checks sucessfully in the UE means the UE sends the additional IEs in the NAS Security Mode Complete message. 
Step 4:  The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if requested by the network in the NAS Security Mode Command message. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.
Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.

***** END OF CHANGES *****
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