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Abstract
:
This pCR proposes to resolve an Editor's Note in TS 33.501 clause 6.12.2.
1
Decision/action requested

It is proposed to approve the updates given in this pCR..
2
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3
Rationale

The TS 33.501, Annex C.2 confirms the relevance of unlinkability of SUCI requirement for non-null schemes with the following note. 
NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

Moreoever, the TS 33.501 Annex C.3.2, states that, “The ECIES scheme shall be implemented such that for computing a fresh SUCI, the UE shall use the provisioned public key of the home network and freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair according to the ECIES parameters provisioned by home network.” and confirms the responsibility of the protection schemes to generate a random SUCI.
Therefore, the Editor’s Note in clause 6.12.2 of TS 33.501 which discuss about the freshness and randomness of the SUCI generation is resolved stating that the random SUCI generation will be taken care by the corresponding SUPI protection schemes. 
Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
4
Detailed proposal

6.12.2
Subscription concealed identifier
***** Start of Change *****
The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.

NOTE:
The scheme-output depends on the protection schemes. In case non-null schemes, the freshness and randomness of the SUCI will be taken care of by the corresponding SUPI protection schemes  as described in Annex C. 

***** End of Change *****
