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Decision/action requested

This contribution proposes alignment related to the private networks as specified in 3GPP TS 22.261
2
References
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3
Rationale

Alignement related to private networks as specified in TS 22.261:
· private network: an isolated network deployment that does not interact with a public network.
· The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).
· For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP.
4
Detailed proposal

--------------------------------------------------------------------------- Start of pCR  change 1 ----------------------------------------
6.1
Primary authentication and key agreement

6.1.1
Authentication framework

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF of the home network to the SEAF of the serving network.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

The authentication run also results in an intermediate key called the KAUSF. The KAUSF may be left at the AUSF based on the home operator's policy on using such key. 

NOTE 1:
This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]).

NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

Editor's Note: The details of an authentication procedure using a key left at the AUSF are FFS. They can be found in clause TBD.
UE and serving network shall support EAP-AKA' and 5G AKA authentication methods.
NOTE 3:
EAP-AKA' and 5G AKA are the only authentication methods that are  supported in UE and serving network, hence only they are described in subclause 6.1.3 of the present document. For a private network using the 5G system as specified in [7] an example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

6.1.1.2
EAP framework

----------------------------------------------------------------------- End of pCR change 1 ----------------------------------------------

---------------------------------------------------------------------- Start of pCR  change 2 ---------------------------------------------

Annex B (informative):
Using additional EAP methods for primary authentication

B.1 
Introduction 

The present annex describes an example of the usage of additional EAP methods for primary authentication in private networks using the 5G system as specified in TS 22.261 [7]. . Annex B is provided as an example on how the 5G authentication framework for primary authentication can be applied to EAP methods other than EAP AKA'. The additional EAP methods are  only intended for private networks or IoT devices in isolated deployment scenarios, i.e. roaming is not considered, as specified in TS 22.261 [7]. 

----------------------------------------------------------------------- End of pCR change 2 ----------------------------------------------

