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*********************Start of change 1****************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Floor: Floor(x) is the largest integer smaller than or equal to x.
MCX:  Mission critical services where “MCX” may be substituted with the term “MCPTT”, “MCVideo”, “MCData”, or any combination thereof. 
Security Domain: A security domain is a group of MCX users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. MCX users may be members of one or more security domains.

Home Security Domain: The MCX user's primary security domain.

Migration Security Domain: A security domain that a user is a (temporary) member of, and may be keyed to use, but is not the user's Home security domain. 
External Security Domain: A security domain that the user is not a member of, but with which the user may communicate. 

Home KMS: The KMS that is the root of trust of the Home Security Domain.

Migration KMS: The KMS that is the root of trust of a specific Migration Security Domain.

External KMS: The KMS which is the root of trust for a specific External Security Domain.

KMS URI: A unique identifier for a security domain, or equivalently, a logical KMS.

KMS Certificate: A certificate containing the security parameters for a security domain. This is required to support identity-based cryptography and differs from X.509 certificates used for traditional PKI. See Annex D.3.1 for details.

Privileged signalling: Signalling which is performed by an authorised user and allows the authorised userto cause an intrusive action on a target client without the target user’s permission.

Authorised Identity: An application identity given to an authorised user or network entity (e.g. MC Service ID) containing authorisation information.
Identity Management Domain: The MC clients and MC functions that share an Identity Management Server (IdMS). To be specific, the MC clients request access tokens from the same primary IdMS, and the MC functions accept access tokens from this IdMS.
*********************End of change 1****************************
*********************Start of change 2****************************
5.1.4
Inter-domain MC user service authorization
5.1.4.1
General

When a MC User requires service authorisation to a service that is located in a different Identity Management Domain, coordination between the identity management services of the primary Identity Management Domain and the partner Identity Management Domain is required.  For example, a MC User from Identity Management Domain A may be a member of a group that is home to Identity Management Domain B within the same system. 
While inter-domain user service authorisation is not used for authorising users to services across interconnected MC systems (MC clients always connect directly to MC servers in their primary system with interconnection services provided via MC server to MC server communications), inter-domain user service authorisation shall be used for authorising migration of MC users. 
This sub-clause shall be used for authorizing a user that is home to Identity Management Domain A with a group service that is located in Identity Management Domain B or when a user from Identity Management Domain A migrates to a MC domain within Identity Management Domain B..
5.1.4.2
Inter-domain identity management functional model

The inter-domain identity management functional model is shown in Figure 5.1.4.2-1.
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Figure 5.1.4.2-1: Functional Model for Inter-Domain Identity Management

In Figure 5.1.4.2-1, the IdMS located in the primary Identity Management Domain (MC Domain A) is the home identity management server for the user.  The partner IdMS is located in a second Identity Management Domain (MC Domain B) and is home to the service where the primary user requires authorization.

The CSC-1 reference point between the UE IdM client and the partner IdM server endpoints shall be a direct connection and shall be protected with HTTPS (TLS).
The primary IdMS certificate(s) used to validate the user credentials at the partner IdMS are provisioned into the partner IdMS using an out of band mechanism beyond the scope of this document.
As defined in Clause 5.1.2 an access token is required for user service authorisation.  The same principle applies for inter-domain user service authorisation, in that the user must present a valid access token issued from the partner IdMS in MC Domain B for authorisation to any group services located in MC Domain B.

The MC client, after performing user service authorisation within the primary Identity Management Domain, may determine that the user is a member of a group service that is located in a partner domain (as indicated in the user profile).

In order for the  MC client to obtain this MC Domain B access token, the token exchange procedure with the primary IdM service (MC Domain A) shall be used to obtain a security token that identifies the user to the partner IdM service.  This security token shall be specific to the partner IdM service, signed by the primary IdM service per IETF RFC 7515 [35].  Upon validation of the security token, the partner IdM service shall provide an access token to the MC client specifically scoped for that user.  This access token shall provide the user with authorisation to the group service(s) in the partner Identity Management Domain (MC Domain B).
Figure 5.1.4.2-2 shows the token exchange and authentication procedure.
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Figure 5.1.4.2-2:  Token exchange procedure
The token exchange profile for accessing the partner identity management service shall consist of [45] and [46] and shall be profiled as defined in Annex B.7.

NOTE: 
A specific and independent security token is required for each partner identity management domain.
Once the MC client obtains the access token specific to the partner group service(s), the  MC client shall follow the user service authorisation procedure defined in clause 5.1.3 to access the group services within the partner domain.

The token exchange procedure shall be repeated for each partner identity management domain where the MC client requires access and authorisation to group service(s) within that partner domain.

Annex C.2 shows the detailed flow for inter-domain MC user service authorization using the OAuth 2.0 token exchange procedure.
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