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1
Decision/action requested

It is proposed to remove to remove the security solution for MO SMS one step feature under clause 12 and move the remaining content to a new subclause under NAS security (clause 6.4). 
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3
Rationale

The MO SMS using one step approach in CM-IDLE described in clause 4.13.3.4 of TS 23.502 [2] is an optimization that is not yet finalized in SA2 and the decision was left to CT1 as stated in the Editor’s Note.

Editor's note:
The details of the initial NAS message to transport the NAS payload (e.g. whether service request can be reused) are FFS and may require CT WG1 feedback.

CT1 did not include any solution in their specification, i.e. TS 24.501 [3], and did not record any agreement on whether this will be part of release 15. On the contrary, the understanding in the CT1 group is that this should be part of release 16 and more precisely in the context of the security solution for CIoT. In fact, in case a similar one step optimization is introduced for CIoT then it could be leveraged for MO SMS as well. For now, it is rather unwise to anticipate agreements in other working groups. Therefore, it is proposed to remove the last paragraph and the Editor’s Note. As for the remaining text, it is proposed to move it to a new subclause the NAS security (clause 6.4).
4
Detailed proposal

*** BEGIN CHANGES *** 

6.4.x
Security aspects of SMS over NAS

Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 

For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.

For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.4 in the present document. 
For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on the KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor's Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
*** NEXT CHANGES *** 







*** END OF CHANGES *** 

