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This contribution provides PCR for clarification of the text in Section 9.1.3.4.2.
1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TS 33.501. 
2
Rationale
Section 9.1.3.4.2 of TS 33.501-070 has the following sentense:

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.
Upon reading the above sentence, it becomes clear that mutual authentication of NRF and NF by NDS or physical security may not be possible.

Instead, it seems that the intent of the authors was to say that *protection* of mutual authentication of NRF and NF may be implicit by NDS or physical security.

3
Detailed proposal

*** BEGIN CHANGES ***
9.1.3.4.2
Authorization and authentication between network functions and the NRF

NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.

Procedures for transport layer protection of service base interfaces are specified in clause 9.1.3.2 of the present specification.

If the PLMN does not use protection at the transport layer, mutual authentication ofNRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.

Editor’s Note: It is FFS how to perform authentication in case a non-transparent proxy is in between the NF and NRF. In such case the NRF will only see the client-certificate of the non-transparent proxy and not the actual NF.

For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].

For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.

*** END OF CHANGES ***

